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Chapter 1

| ntroduction

The goa of the NoAH project is to design an efficient containment system for
current and future cyberattacks. Fast containment of cyberattacks involves three
consecutive steps. First, an ongoing attack must be detected on one or multiple of
the sensors. Second, ameaningful signature or aert for the detected attack must be
generated. Third, this signature or alert must be distributed to other vulnerable sys-
tems before they get attacked themself. Attack detection, signature generation, and
signature dissemination are currently under intensive reasearch. This deliverable
specifically addresses the first and the second step, namely cyberattack detection
and signature generation in NOAH.

The main aim of this deliverable is to explore the design space for honeypot-
based cyberattack detection and signature generation, and to specify the resulting
requirements for other parts of the NoAH architecture. Therefore, this deliverable
contains the following contributions:

» A detailed review and classification of existing approaches for attack detec-

tion and signature generation

» An analysis of the drawbacks and benefits of the individual approaches

« A specification of requirements for the NOAH architecture regarding signa-

ture generation and attack detection of present and future attacks

 Four design proposals for attack detection and signature generation within

NoAH

In order to evaluate which approaches are best suited for NoAH, we present
anovel classification scheme, and outline the drawbacks and benefits of different
categories of approaches. Our main classification criteriaarei) attack detection ca-
pabilities such as attack types detected by an approach, and ii) signature generation
capabilities such as signature generation delay and applicability to polymorphic at-
tacks.

We present four design proposals for signature generation in NoAH that were
derived from our preceding analysis. These four proposals are based on Argos,
which is described in detail in Deliverable 1.3, as attack detection mechanism, and
target different regions of the signature generation design space.

9



CHAPTER 1. INTRODUCTION

Finally, we specify the requirements for other parts of the NoAH architecture
in order to support the most promising approaches for cyberattack detection and
signature generation. This includes requirements for the NoAH containment envi-
ronment as well asfor the overall NoAH infrastructure.

Therest of this deliverable is organized as follows. Chapter 2 introduces levels
and terms used throughout this report. A review of existing approaches to cyber-
attack detection and signature generation is given in Chapter 3. In Chapter 4, all
previously described approaches are classified, and their drawbacks and benefits
are analyzed. The requirements for other parts of the NoAH architecture in order
to support the most promising approaches for cyberattack detection and signature
generation are presented in Chapter 5. Our own design proposals for cyberattack
detection and signature generation within NoAH are described in Chapter 6. Fi-
nally, Chapter 7 concludes the deliverable.

info@fp6-noah.org 10 May 11, 2006



Chapter 2

Attack Detection and Signature
Generation: Levelsand Terms

Attack, attack detection, signature, signature generation and related terms like ex-
ploit, attack pattern and injection vector are terms of wide comprehension. It is
therefore necessary to specify how they are understood and used in this report.
Basically, our use of these terms borrows from [20]:

Exploit: Anexplait is an instance of an attack pattern. Its purpose is to compro-
mise a specific piece of target software.

Attack: Anattack isthe act of carrying out an exploit. It is an event that exposes
a software system'’s inherent logical error(s) and invalid state(s).

Attack pattern: Anattack pattern is ageneric description on how to build a spe-
cific kind of attack. It may involve many dimensions like e.g. timing, required
resources and techniques. Basicaly, it involves an injection vector and some pay-
load L.

Injection vector: Thegoal of the injection vector is to break into the target sys-
tem and to place the attack payload into an activation zone. In most cases, an
attack must match special formatting restrictions to do so. The injection vector
describes truly generic rules for the formatting/grammer of an attack by taking into
account e.g. the position of various fields, the amount of data accepted and the
accepted/expected syntax 2.

Activation zone: The area within the attacked service/software where the pay-
load has to be placed in order to be executed/activated.

tUsually, for denial of service attacks, a payload is not necessary
2Depending on the security mechanisms protecting the target system, an injection vector may
become very complex

11



CHAPTER 2. ATTACK DETECTION AND SIGNATURE GENERATION:
LEVELSAND TERMS

(Attack) Payload: A payload consists of code/input that the attacker wants to
be "activated” using an injection vector. The intend of the attacker is realized by
activating/executing it. Payloads may e.g. be apiece of code to be executed, ashell
command to be passed to a command interpreter or a piece of text to be injected
into afile.

Signature: A description (signature) for a specific activity/class of activities on
asystem. The description has (ideally) the following property: it matches only the
activity/class of activities it describes (unambiguous).

Attack Detection: Attack detection isthe process of observing a system in order
to separate normal activities from those representing an attack. The process defines
normal activities either explicitly or implicitly.

Signature Generation: Signature generation is the process of creating a signa-
ture.

The following section presents a simplistic hierarchical model of the Internet
and identifies the different levels at which attack detection and signature generation
can be performed. Furthermore, it indicates which of these levelsare relevant inthe
context of NOAH. Section 2.2 introduces the term ”polymorphism” and explains
how it is used in this report.

2.1 Attack Detection and Signature Generation L evels

As stated in the definitions in the previous section, attack detection and signature
generation require information about the activities of a system. But since a system
can take many different forms, the eligible system categories have to be identified.
The categories of interest are represented by (combinations of) levels in the global
system model shown in figure 2.1.

Global View: At thislevel, information provided by the lower levels can be col-
lected and analyzed. Hence, attack detection and/or signature generation methods
using e.g. host-level data provided by multiple hosts have to be installed here. In
NoAH, this level is mainly used to store and exchange attack detection and signa-
ture generation information.

Autonomous System (AS)/Backbone:  Basically, at this level, all inter-AS traf-
fic could be captured and analyzed. Additionally, some information like e.g. the
one exchanged with the Boarder Getaway Protocol (BGP) is only available on the
AS/Backbone level. Nevertheless, thislevel is not in the focus of NOAH. Two rea-
sons amongst others are that capturing and analyzing inter-AS traffic is not only

info@fp6-noah.org 12 May 11, 2006



2.1. ATTACK DETECTION AND SIGNATURE GENERATION LEVELS

Centralized Data Processing

Attack detection and/or signature
Global View generation methods using data

provided by multiple sensors/hosts

AS/Backbone Not in the scope

of NoAH

Network traffic based attack detection
and/or signature generation

Host D D Host (behavior) based attack
——\ = detection and/or signature generation

Figure 2.1: Attack detection and signature generation levels

Network

difficult because of technical challenges posed by handling the huge amount of
data but also because of legal considerations concerning privacy.

Network: Thislevel comprises actually only thetraffic coming from and going to
aset of hosts (or asingle host) that are logically in the same network. Furthermore,
network traffic is captured by a separate device (e.g. sniffer, firewall or router) to
counter purposeful tampering of datain case the host gets corrupted. The therewith
captured data can then be used for network traffic based attack detection and/or
signature generation. In NoAH, asfurther explained in chapter 6, thislevel contains
sensors that generate information relevant to the attack detection process.

Host: Basicaly, a lot of data such as e.g. the names of the active processes
on a specific host are only accessible on that host itself. Hence, if this kind of
information is used for attack detection and/or signature generation, some piece of
hardware or software that collects it has to be installed on each host.

Besides the different layers of attack detection and signature generation, adis-
tinction between alocal and a remote attacker has to be made. A "local attacker”
can attack the host using input devices like keyboards that are directly attached
to it. Hence, the attack can only be detected on host level unless the attacker, af-
ter breaking-in, opens connections to other hosts. By contrast, remote attacks are
visible on both layers since here the attacker(s) communicate with its target over
the Internet or an intranet. As remote attacks are the primary focus of NoAH, this

info@fp6-noah.org 13 May 11, 2006
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LEVELSAND TERMS

Oligomorphism Metamorphism “Total” Polymorphism

JUNK

Encrypted malicious code

JUNK
JUNK Encrypted malicious code

F(1)

aln|w| NP

Decryption routine

Encrypted malicious code F(a)

Original code Morphed code

Figure 2.2: Code-morphing techniques. Oligomorphism, metamorphism and "to-
tal” polymorphism

report discusses attack detection and signature generation methods considering re-
mote attacks only.

2.2 Polymorphism

To evade network level attack detection methods relying on pattern matching as
used e.g. by theintrusion detection system Snort [41] or template matching as used
e.g. in[8] 3, new techniques changing that pattern from attack to attack popped up.
These technigues have to operate within the design space set by the attack pattern
and the injection vector. While the design space specified by the injection vector is
often very limited, the design space for the payload isnot. Thus, if such techniques
are found in the wild, they are amost always applicable to the payload and not to
the injection vector.

In this report we use the term polymorphsim to refer to these techniques in general
while the terms oligomorphism, metamorphism and "total” polymorphism are used
to refer to a specific category of payload-modifications. A similar categorization
and a more detailed description for these types can be found in [22]. Figure 2.2
illustrates the different types.

Oligomorphism Encrypting the payload isaway to change its byte pattern. Nev-
ertheless, to decrypt the payload on the target system, a decryption routine has to
be sent along with the encrypted payload. But because the decryption routine itself
can not be encrypted, this is supposed to leave some room for pattern matching if
the decryption routine is not modified from attack to attack. Now, if always the
same or only a few different decryption routines are used, the attack payload is
said to be oligomorphic. In [14] Crandall et a. show that a conventional decryp-

3They apply the concept to application binaries on a machine but it could be applied similarly to
code encapsulated in the network traffic.
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2.2. POLYMORPHISM

tor requires at least 10-20 Bytes and therefore still leaves a fingerprint for attack
detection by pattern or template matching. But the shorter such a fingerprint is,
the higher is the probability that the same byte sequence appears in benign traffic
causing false positives.

Metamorphism  If techniques to modify the structure of the malicious code with-
out modifying its basic functionality are used, the attack payload is matamorphic.
Common techniques are:

« Instruction reordering: Often instructions can be shifted inside a certain
frame. One border of the frame is defined by instructions that depend on
the result of the instruction to be shifted. The other is defined by the instruc-
tion responsible for the result on which the instruction to be shifted depends.

« Block reordering: Thistechnique dividesthe code into blocks, reorders them
and reestablishes the correct execution sequence by inserting appropriate
jump/goto instructions. Figure 2.2 illustrates this technique. The function
F(x) that apperas in this figure adds the appropriate jump/goto instrutions to
block x.

« Junk code insertion: Code that contributes nothing to the attack. It may per-
form some meaningless stuff or it may even not be executed at all. Figure 2.2
shows the inserted junk code blocks.

» Replacing instructions: The one and the same functionality is amost always
achievable using different instructions. A possible procedure isto divide the
malicious codeinto functional blocks? and to replace them with other blocks
doing the same stuff but by using different instructions.

» Register replacement: Most general purpose computer architectures provide
a set of registers to operate on. Moreover, most operations can be executed
using any of the general purpose registers. An example: In the |A-32 archi-
tecture, the following two code samples have the same functionality but have
adifferent byte-signature:

LI EDI, 5; LI EAX, 5;
MOV EDI, O0008H; MOV EAX, 0008H;

"Total” polymorphism If the attack payload contains N bytes of malicious code
and if there exist 2"V variants of the same code that have the same effect on a
specific target, it is totaly polymorphic. One example where not only the at-
tack payload but the whole attack is totally polymorphic is an attack over an en-
crypted channel °. Another example for (almost) totally polymorphic code is taken
from [14] and is shown below (leaving a 2-byte signature only).

“This could be done manually by the author of the malicious code
5This implies that establishing the encrypted channel is part of the normal operation of the at-
tacked system
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CHAPTER 2. ATTACK DETECTION AND SIGNATURE GENERATION:
LEVELSAND TERMS

The basic idea is to move a randomly chosen value into a register
and successively add to it a random value and then a carefully cho-
sen complement and push the predictable result onto the stack, build-
ing the shellcode or perhaps a more complex polymorphic decryptor
backwards on the stack using single-byte operation:

mov eax,030a37lech ; b8ec71a339
add eax,0£fd1d117fh ; 057f111dfd
add eax, 0b00c383fh ; 053f£380cb0
push eax ; 50

add eax,03df74b4bh ; 054b4bf73d
add eax, 0e43bf9ceh ; 05cef93be4
push eax ; 50

add eax, 02de7c¢c29dh ; 059dc2e702
add eax,014b05fd8h ; 05d85fb014
push eax ; 50

add eax,06e7828dah ; 05da28786e
call esp ; ffd4

The 2-byte signature is due to the "CALL ESP” at the end as well as
the sequence, "PUSH EAX, ADD EAX...". These could be trivialy
removed respectively by making the last 32-bit value pushed onto the
stack aregister spring to ESPtousea”RET” instead of "CALL ESP”,
and by using different registers with a variety of predictable 8-, 16-,
and 32-bit operations, leaving no byte string signature at all.

info@fp6-noah.org 16 May 11, 2006



Chapter 3

Review of existing Signature
Generation Approaches

This chapter presents areview of existing attack detection and signature generation
approaches that are believed to be relevant for NoAH. We sorted the approaches
according to the attack detection method they use. In section 3.1 we review ap-
proaches that do not apply any attack detection mechanism prior to signature gen-
eration, i.e., all observed traffic is used for signature generation. Approaches which
apply network-based attack detection, such as scan-detection, prior to signature
generation are presented in section 3.2. In section 3.3 we review approaches which
use host-based attack detection methods such as memory tainting. Finally, sec-
tion 3.4 describes approaches which apply both, host- and network-based attack
detection.

3.1 Approacheswithout Attack Detection

3.1.1 Honeycomb

Honeycomb [24] was the first approach aiming at the automated generation of at-
tack signatures. It is built as an extension to honeyd, a low-interaction honeypot.
Honeycomb does not make a distinction between normal and benign traffic. Hence,
al traffic (incoming and outgoing) that is seen on a honeypot is used as input for
the signature generation algorithm.

In general, Honeycomb’s signature generation mechanism is based on pattern
detection techniques: All incoming network traffic is compared to traffic previously
seen on the honeypot. This requires Honeycomb to store information about pre-
vious connections on the honeypot: Honeycomb stores the reassembled message
payloads for UDP connections (packets exchanged between the same | P addresses
and port number pairs) and TCP connections up to a maximum number of bytes.

If anew packet is received by the honeypot, an empty signature record is gen-
erated. Afterwards protocol analysis is performed on the network and transport
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APPROACHES

level. Detected header anomalies, such as unusual TCP flag combinations, are
recorded in the signature. Next, the received packet is assigned to an already stored
flow/connection with identical source and destination IP addresses and ports (if ex-
ists), and its payload isreassembled, i.e. packet payloads are concatenated. Finally,
the connection to which the received packet belongs is compared to al other cur-
rently stored connections.

For each pair of connections destination ports are compared. |If an overlap
is detected, the signature record is cloned and becomes specific to the two com-
pared connections. Subsequently, the longest common substring (LCS) algorithm
is applied to the pair of reassembled connections in two ways. horizontally by
comparing the received message n to the nth message of the second connection,
and verticaly by comparing the concatenated payloads of two connections. If a
common substring of minimum length is found, the substring is added to the sig-
nature. If the signature contains no facts at this point, the processing for this packet
is finished. Otherwise, the signature is used to improve (new signature is superset
of an existing signature) or extend the signature pool. Hence, Honeycomb gen-
erates network level signatures which are continuous byte patterns enhanced with
protocol analysis information if available.

A prototype implementation of the Honeycomb system was tested during 72
hours on a cable modem connection. The authors' evaluation of their approach is
rather incomplete. They claim that their system created 25 signatures containing
flow content strings, i.e. for the Slammer and CodeRedIl worms. However, they
provide no evaluation for the most critical characteristic, the false positive rate, of
their approach.

3.1.2 Polygraph

Polygraph [30] is a system specifically targeted at generating signatures for poly-
morphic worms. A flow classifier reassembles flows per port and puts them in
a suspicious flow pool. However, Polygraph does not specify the classifier to be
used. Therefore, we classify it as nhot using any attack detection mechanism.

The authors define three different signature types which are specifically de-
signed to detect polymorphic worms. All these signatures are built from substrings,
called tokens. Conjunction signatures consist of a set of tokens, and match a pay-
load if all tokens in the set are found in it, in any order. Token-subsequence sig-
natures consist of a ordered set of tokens, and match a payload if it contains the
sequence of tokens in the same ordering. Bayes signatures consist of a set of to-
kens, each associated with a score, and an overall threshold. The signature matches
apayload if the sum of all present token scores is over the defined threshold.

Signatures are generated for flows in the suspicious flow pool. This flow pool
may contain misclassified flows which are actually not worms, as well as differ-
ent flows exploiting the same protocol. In afirst step, al distinct substrings of a
minimum length (tokens) that occur in at least K out of the total n samples in the
suspicious pool are extracted. After token extraction, each suspicious flow can be
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3.1. APPROACHESWITHOUT ATTACK DETECTION

represented as a sequence of tokens, and the rest of the payload can be removed.
Thisisidentical to a conjunction signature for all flowsin the suspicious pool. To
generate a token-subsequence signature of al flows in the suspicious pool, an or-
dered sequence of tokens that is present in each flow sample must be determined.
An adaption of the Smith-Waterman algorithm is used to find an ordered token se-
guence preferring subsequences with contiguous substrings. Bayes signatures are
generated by analyzing the tokens present in a suspicious flow pool with asimple
Bayes classifier. This classifier calculates for each token occurring in a sample
the probability that this token is present in a worm flow, and in an innocuous flow
respectively. The threshold associated with the signature is then chosen to mini-
mize the false positive rate in the innocuous flow pool, and to minimize the false
negative rate in the suspicious flow pool.

The authors show that the Bayes signature generation algorithm can be used
unmodified in case multiple worms and/or innocuous flows are present in the sam-
ple. For the other two signature types, the innocuous and multiple worm flows
must be clustered first in order to generate meaningful signatures. The authors
suggest to use a hierarchical clustering method. Beginning with one cluster and
signature for each flow, these specific clusters are iteratively merged. After each
merge, the signature generation mechanism is run again on the combined set of
flows to produce a new signature. To decide which flowsto merge, for all possible
combinations the false positive rate of the resulting signature in the innocuous flow
pool isdetermined. The pair of clusters that results in the lowest false positive rate
is merged next. This process is repeated until the resulting signature would result
in an unacceptably high false positive rate, or when only one cluster remains.

Polygraphs performance is evaluated for three scenarios: 1) the flow pool con-
tains only flows of one worm, 2) the flow pool contains flows of one worm and
innocuous flows, and 3) the flow pool contains flows of multiple worms as well
as innocuous flows. Polygraph was evaluated using several network traces as in-
put. For the HTTP experiments, a 5-day trace taken from the perimeter of Intel
Research Pittsburgh in October 2004 was used as innocuous HTTP flow pool, and
a 10-day trace taken 10 days after the end of the first trace was taken as evaluation
trace for the generated signatures. For the DNS experiments, a 24-hour DNS trace
taken from a university DNS server was used. The authors generated polymorphic
versions of three real-world exploits, two exploits using the HTTP protocol and
one using the DNS protocol, which were used to build the suspicious flow pool.
The authors found that the quality of the generated signatures, i.e. the number of
false positives and false negatives they generate, depends on the number of worm
samples present in the trace.

3.1.3 Earlybird

Earlybird [39] proposes an automated approach for quickly detecting previously
unknown worms and viruses. Detection is based on two key behavioral charac-
teristics - a common exploit sequence, and a dispersed range of unique sources.
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Earlybird measures the prevalence of all content entering anetwork. Only in a sec-
ond step, address dispersion is used to reduce the false positive rate of the system.
Therefore, we classify Earlybird as an approach that is not using attack detection.

For each incoming packet, Earlybird computes a variant of Rabin fingerprints
for al possible substrings of acertain length. Each computed fingerprint is hashed
together with the destination port and protocol. These hash values are then stored
in a prevalence table. For each table entry a counter, alist of unique sources, and
alist of unique destinations is maintained. The authors refer to this approach as
content sifting since sorting this table on the substring count and the size of the
address lists gives the set of likely worm traffic. To reduce the false positives,
and to distinguish real worm traffic and content that frequently occurs between
two computers, address dispersion is additionally considered. For estimating the
address dispersion a so-called scaled bitmap is used. Scaled bitmaps leverage the
fact that during an outbreak address dispersion increases continuously, and reduce
memory requirements about five times compared to existing algorithms. Finally,
the system generates pattern-matching signatures formatted for the Snort-inline
intrusion detection system.

A prototype implementation of the Earlybird system showed that under high
traffic loads, the CPU cannot handle computation of Rabin fingerprints for all pack-
etsanymore. The authors suggest amethod called value sampling to cope with this
problem. With value sampling all strings whose fingerprints match a certain pat-
tern are ignored, instead of doing random sampling. Performance of the Earlybird
prototype was tested with data that was mirrored from a campus router (managing
traffic to 500 hosts) to the Earlybird sensors. For measuring false positives and
false negatives generated by the system, traces were used additionally. Apart from
generating signatures for the Slammer, and Blaster worms, the system also gener-
ated numerous false positives, mostly for distributed port scans, common protocol
headers, spam email, and also popular Bittorrent files. Testing the same trace with
snort-inline with arule-base of 340 signatures revealed no additional alerts. Hence,
the authors conclude their system did not produce any fal se negatives.

3.1.4 Nemean

Nemean [50] provides automatic generation of intrusion signatures from honeypot
packet traces. The authors argue that most of the traffic observed at a honeypot
is malicious, and the negligible amount of misclassified traffic can be separated
easily from the malicious traffic. However, they do not specify the details of such
aclassification.

The Nemean system consists of two components: the Data Abstraction Com-
ponent and the Signature Generation Component. Packet traces entering the Data
Abstraction Component are normalized first, i.e. fragmentations, invalid packets,
and retransmissions are removed giving a consistent packet trace. Second, flow
aggregation is performed by ordering the packets into connections (multiple pack-
ets between two hosts) and sessions (multiple connections between two hosts). In
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alast step, a pre-defined service specification is used to normalize the aggregated
sessions. The authors developed incomplete service specifications for HTTP and
NetBIOS/SMB. The output of this component, a semi-structured session tree, is
used as input for the Signature Generation component. The first step of the Sig-
nature Generation component is to group sessions and connections with similar
attack profiles according to a similarity metric. On-line star clustering is used as
clustering algorithm, and two different similarity metrics, cosine similarity and
hierarchical edit distance, are implemented. Then automata learning is used to
construct an attack signature from a cluster of sessions or connections. Finally,
these Finite-State-Automata signatures are transformed into specific signatures for
one or more target intrusion detection systems. The authors suggest simple sanity
checks, which are not further specified, to exclude clusters of irrelevant sessions
from the signature generation process.

The effectiveness of Nemean's HTTP and NetBI OS signatures was tested with
a) two data traces from two unused /19 IP address blocks that was redirected to
a honeypot environment, and b) productive HTTP traffic traces from the border
router of a/16 network. Cluster quality was evaluated quantitatively by manually
tagging sessions with known attack types, and measuring two common metrics,
precision and recall, for varying similarity thresholds. Moreover, the authors eval-
uated Nemean's detection and false alarm rate by comparing it to Snort. For evalu-
ating the detection rate, one honeynet data set was used to generate the signatures,
and another data set from the same network was used to test the generated signa-
tures. They claim their system has a HTTP-based attack detection rate of 99.9%,
whereas Snort detected only detection only 99.7% of the attacks. However, the
authors do not explain one very important fact: How do they get to know the actual
number of attacks present in the data set. This also makes the author’s claim of a
zero false positive rate somewhat questionable.

3.2 Approaches Using Network L evel Attack Detection

3.2.1 Autograph

Autograph [23] is a system for automated generation of worm signatures. The
authors restrict their investigation to worms that propagate over TCP. The system
uses heuristics, more specifically a port scanner detection mechanism, to classify
incoming traffic as either suspicious or non-suspicious. Scanning detection isim-
plemented by observing inbound unsuccessful TCP connections. Each external
host that has made unsuccessful connection attempts to more than x internal |P
addresses is considered to be a scanner. Hence, one can say that Autograph will
only generate signatures for worms that propagate by randomly scanning IP ad-
dresses. This detection mechanism is also inapplicable when port scanners use
spoofed source addresses. To address this fact, the authors plan to use different
anomaly detection techniques in the future.
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Autograph performs TCP flow reassembly for inbound payloads in the suspi-
cious flow pool. Moreover, all flowsin the suspicious flow pool are sorted regard-
ing their destination port. The signature generation process is initiated when the
suspicious flow pool contains more than a threshold number of flows for a spe-
cific destination port. During signature generation, Autograph measures the fre-
guency with which non-overlapping payload substrings occur across all suspicious
flow payloads, and proposes the most frequently occurring substrings as candidate
signatures. To do so, each flow’s payload is divided into variable-length content
blocks using COntent-based Payload Partitioning (COPP), and the number of sus-
picious flows in which each content block occurs is counted. The authors refer
to this count as the content’s prevalence. The COPP mechanism, first introduced
in the file system domain, computes a series a Rabin fingerprints over a dliding
window of the flow’s payload to generate the content blocks. Content blocks that
appear only in flows originating from asingle source |P address are discarded. The
authors found that these content blocks are often caused by misconfigured sys-
tems which are not malicious. Moreover, byte strings which are known to cause
high false positive rates can be blacklisted by a local administrator. The remain-
ing content blocks are used for signature generation. In a repetitive process the
most prevalent content block is selected as signature, and subsequently all flows
in which this content block was found are removed. The process repeats with the
remaining flows, until some fraction of all flowsin the pool has been covered. At
the end of this process, Autograph reports the set of selected signatures in Bro’s
signature format.

The authors present a detailed evaluation of the signatures generated by Au-
tograph. They omit a description of their prototype implementation, but from the
conducted experiments one can guess that a prototype exists. First, they investi-
gated the effect of content block size on the quality of generated signatures. In the
experiment, Autograph is fed with packet traces from the DMZ of two research
labs (2° IP addresses each) which contain the full packet payloads. To measure
Autograph’s true positive rate the same trace was tested first using Bro with well-
known signatures for the scanning-based HTTP worms Code-Red, Code-Redll,
and Nimda, and then using Autograph’s signatures. To measure the rate of false
positives, a sanitized trace was created by removing all flows from the trace which
were previously identified by Bro as worms. Then Bro with Autograph’s signa-
tures was run on the sanitized trace. The experiments show that the performance
of generated signatures varies for different parameters, namely the fraction flows
covered by the generated signatures, and the content block size. The authors ad-
mit that the optimal parameters found may not apply to other traces. Moreover,
the authors claim that Autograph can generate very short signatures for worms
with limited polymorphism (fixed 56-byte sequence). However, the authors are
aware that such short signatures might cause high false positive rates. Secondly,
Autograph’s distributed signature detection approach is evaluated, measuring how
quickly Autograph detects and generates a signature for a newly released worm.
For these measurements, a Code-Redl worm was simulated according to Moore et
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a. [28]. Autograph monitors were placed randomly at 1% of the ASesthat include
vulnerable hosts (63 monitors in total). The authors claim that the first monitor in
thissimulation (aflow is classified as suspicious after thefirst scan) detects 5 worm
payloads before less than 1% of the vulnerable population has been infected. In or-
der to evaluate the speed of signature generation under consideration of the false
positive rate of generated signatures, additional trace-driven tests were conducted.
The results show that there exists aregion of operation where the system generates
signatures that do not cause any false positives in atimely fashion.ed with packet
traces from the DMZ of two research labs (2° IP addresses each) which contain
the full packet payloads. To measure Autograph’s true positive rate the same trace
wastested first using Bro with well-known signatures for the scanning-based HTTP
worms Code-Red, Code-RedIl, and Nimda, and then using Autograph’s signatures.
To measure the rate of false positives, a sanitized trace was created by removing
al flows from the trace which were previously identified by Bro as worms. Then
Bro with Autograph’s signatures was run on the sanitized trace. The experiments
show that the performance of generated signatures varies for different parameters,
namely the fraction flows covered by the generated signatures, and the content
block size. The authors admit that the optimal parameters found may not apply
to other traces. Moreover, the authors claim that Autograph can generate very
short signatures for worms with limited polymorphism (fixed 56-byte sequence).
However, the authors are aware that such short signatures might cause high false
positive rates. Secondly, Autograph’s distributed signature detection approach is
evaluated, measuring how quickly Autograph detects and generates a signature for
a newly released worm. For these measurements, a Code-Redl worm was simu-
lated according to Moore et al. [28]. Autograph monitors were placed randomly at
1% of the ASes that include vulnerable hosts (63 monitors in total). The authors
claim that the first monitor in this simulation (aflow is classified as suspicious after
the first scan) detects 5 worm payloads before less than 1% of the vulnerable pop-
ulation has been infected. In order to evaluate the speed of signature generation
under consideration of the false positive rate of generated signatures, additional
trace-driven tests were conducted. The results show that there exists a region of
operation where the system generates signatures that do not cause any false posi-
tivesin atimely fashion.

Lastly, for accelerating the accumulation of worm payloads, Autograph is ex-
tended with a mechanism for sharing suspicious source addresses among al mon-
itors. The so-called tattler protocol is an extension the RTPC protocol, which is
used to control multimedia conferencing sessions and has been shown to scale to
thousands of senders. Thetattler protocol isused to allow monitors to announce the
IP address and destination port of scans they received, where each announcement
contains between one and 100 port scanner reports. Simulations show that the peak
bandwidth consumed by tattler during a Code-Redl epidemic is only 15Kbps, not
including the background port scanning.
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3.22 PADS

Position-aware distribution signatures (PADS) for worm detection were introduced
in [42]. The authors use a double-honeypot system to track malicious activities in
local networks. All connections made from a high-interaction inbound honeypot
are redirected to alow-interaction outbound honeypot. The idea behind thisis that
a compromised honeypot will sooner or later start to infect other systems. Hence,
multiple variants of the worm code can easily be obtained on the low-interaction
honeypot. However, the drawback of this approach is that an attack can only be
detected in case the high-interaction honeypot is vulnerable to the attack.

The authors introduce anovel relaxed, inexact form of signatures which inherit
the positive aspects of both, signature-based and anomaly-based systems. They
claim that position-aware distribution signatures (PADS) provide the necessary
flexibility to cope with certain forms of polymorphism. In contrast to traditional
signatures, PADS signatures include a byte frequency distribution (instead of a
fixed value) for each position in the signature string. The PADS signature is com-
puted from a collection of worm variants captured by the double-honeypot system.
The authors claim that, provided all captured byte sequences are indeed variants of
one worm, the signature that maximizes the matching scores of all worm variants
can be computed if the significant regions of the variants are known. The signif-
icant region of a byte sequence, is the subsequence that maximizes its matching
score. For computing the significant regions of al worm variants the expectation-
maximization (EM) algorithm, and the Gibbs sampling algorithm are used. Just
briefly, the iterative EM algorithm guesses the starting position of significant re-
gions, computes the signature, uses the signature to compute the new starting po-
sitions, and repeats this process until convergence is reached. To solve the known
problem of the EM agorithm to get stuck in local maxima, additionally Gibbs
sampling is applied. The resulting PADS signature contains the byte frequency
distribution of legitimate traffic, and the identified anomalous signature. Applied
in a detection system, an alarm is raised if a byte sequence has a higher match-
ing score for the anomalous signature than for the normal signature. The authors,
however, do not specify how to obtain the normal signature for legitimate traffic.

The effectiveness of PADS signatures for detecting polymorphic worms has
been evaluated by the authors. For the experiments, variants of the M S Blaster pay-
load were artificially generated using polymorphism techniques. More specifically,
instruction substitution is performed on 10% of the malicious payload, and garbage
payloads are inserted at different random locations accounting for 10% of the total
payload. In afirst experiment, the matching scores for the EM and Gibbs sampling
aorithm are computed for 100 such variants of the MS Blaster worm. The results
show that Gibbs sampling generates higher scores. A second experiment tests the
quality of the generated signatures. Therefore, 200 MS Blaster variants are gen-
erated. Half of the variants were used for signature generation, and the remaining
100 were mixed with normal-traffic bytes sequences to obtain a test trace. In the
experiment, the PADS signature identified all new variants of the worm without

info@fp6-noah.org 24 May 11, 2006



3.2. APPROACHESUSING NETWORK LEVEL ATTACK DETECTION

false positives. Moreover, they compare their approach with the longest common
substring method and position-unaware byte frequency distribution signatures.

3.23 PAYL

PAYL [48] is an anomaly detection sensor that detects inbound anomalous pay-
loads, and correlates them with outgoing traffic on the same ports. It uses unsu-
pervised machine learning techniques to model the normal traffic profile of a host.
The authors argue that the content data of a zero-day attack will differ significantly
from normal data. During the training phase, PAY L computesthe statistical distrib-
ution of n-grams. An n-gram is a sequence of n adjacent bytesin a packet payload.
Since PAY L uses 1-gramsinits current version, it actually computes the byte value
distribution for each packet. In fact, the byte distribution is computed per port and
per packet length. During the detection phase, the Mahalanobis distance is used to
calculate the similarity of new data against the pre-computed profile. A threshold
for the detection is computed automatically in the training or calibration step.

For the purpose of worm propagation detection and signature generation, the
authors extended their system to model both inbound and outbound traffic. The
argumentation isthe following: If PAY L detects anomalous egress packets to port i
which are very similar to anomalous ingress packets to port i, there is a high prob-
ability it is aworm. Hence, the authors reason that their approach can generate
a worm signature on its very first propagation attempt. To render this inbound-
outbound correlation possible, the content of all anomalous inbound packets is
stored in a buffer to which all outbound anomalous packet contents are compared.
We reason that, depending on the amount of traffic asensor receives, limited buffer-
ing capabilities could prevent slower worms from being detected by PAYL. As
comparison metric, PAY L uses string equality, longest common substring (LCS),
and longest common subsequence. The identified byte sequences can then be used
as signatures. Finally, al outgoing packets, which have a similarity score that is
higher than a given threshold, are blocked or delayed to prevent further spreading
of the attack.

The authors evaluated both the worm detection and the signature generation
part of their system. For the evaluation of PAYL's worm detection capabilities, a
prototype was tested with three real-world data sets containing known worms. To
achieve ground truth for the calculation of false positives and false negatives, all
known worms detected by Snort were removed from the data set. Furthermore,
each data set was split into two parts, one for training and the other for testing. A
set of known worms, including CodeRed and CodeRedl |, was inserted at random
places in the test data. The results show that PAYL produces only very few false
positives. For testing the quality of the signatures generated by PAYL, CodeRed
and CodeRedIl packet traces, which were obtained in a controlled environment,
were merged into the three test data sets. The authors claim that the generated
signatures do not cause any false positives on the three test data sets. The question

info@fp6-noah.org 25 May 11, 2006



CHAPTER 3. REVIEW OF EXISTING SIGNATURE GENERATION
APPROACHES

is, however, if PAYL requires an offline training phase on cleaned data - how will it
be able to react if the normal traffic profile changes, and will such a change cause
more false positives.

To further improve the false positive rate of PAYL, the authors suggest an in-
teresting approach for correlating signatures generated at different sites. Since
different site have different normal payload models, it is expected that they gen-
erate different false positives as well. Hence, a correlation between multiple sites
would allow to extract the true worm payloads. A prototype of this sharing in-
frastructure was implemented in the Worminator testbed. Moreover, privacy issues
are addressed by exchanging not the actual byte distributions, but an ordered fre-
quency distribution, called Z-string. For correlating these Z-strings, the authors
suggest to use the Manhattan distance or the LCS of the Z-strings.

3.3 ApproachesUsing Host L evel Attack Detection

331 COVERS

The COntext-based, VulnERability-oriented Signature(COVERS) [26] system al-
lows to automatically generate attack signatures for control flow hijacking attacks.
These signatures can then be used to filter out future occurrences of these attacks
in order to preserve the integrity of the service and to improve its availability.

COVERS consists of an attack detection part and a signature generation part. The
attack detection part employs the Address Space Randomization(ASR) technique
provided by PaX [32]. ASR is used to relocate memory object from their default
position to arandomized one. Objects such as libraries and tables with pointers to
important operating system functions are often stored on default positions. Con-
sequently, if ASR is used, an attacker has to guess, where a specific piece of code
is stored in memory. If he misses the correct location, (usualy) a memory access
violation error is triggered. But according to [1] and [38], repetitive attacks can
defeat probabilistic protection techniques such as address-space and instruction set
randomization. A big advantage of ASR over techniques such as dynamic taint
analysis (see section 3.3.6) isits low processing and memory overhead. Neverthe-
less, the authors stress that other techniques such as StackGuard [12] or complete
memory-error protection(e.g. [49]) could be used with their signature generation
mechanism too.

Signature generation consists of three steps. The correlation step identifies the
specific network packet (or flow) involved in an attack, and the bytes within this
packet that were responsible for triggering the alert. They argue that all memory
error exploits reported so far have been based on pointer corruption, and that the
value used to corrupt the pointer must be included in the attack input. Concerning
format-string attacks they state that this type of attack shares the key characteris-
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tic "pointer corruption”. There, the forged pointer (i.e., attacker specified pointer
value) occurs in the middle of attackerprovided dataresiding in a buffer.

Based on this observation, a forensic analysis of the victim process memory
around the corrupted pointer is proposed to identify the relevant bytes. Theforensic
analysis consists of using the longest common string method with recent input and
the datain memory. The authors identify some cases for which this approach is not
likely to produce a meaningfull signature in the end:

1. Theinput message containing the longest common string doesn’t have to be
the input message containing the attack. The shorter the longest common
string, the higher the probability for this case to occur.

2. In the presence of character encoding/decoding or encryption/decryption of
input data (e.g. URL encoding used by HTTP), there is no point in compar-
ing datain memory with input data. They will not match.

3. Integer overflows provide too few datato get a useful result from the longest
common string search (too many matches).

4, Data pointer corruption. The attack is detected, if an operation uses the
corrupted data pointer. If the pointer is read from aregister, data flow analy-
sis would be necessary to identify its location in memory. To mitigate this
problem the authors make the following assumption: Most attacks rely on
vulnerabilities in commonly used library functions: Heap overflows rely on
asection of code in heap management functions (malloc family) and format-
string attacks rely on a code section within vfprintf. For these two vulnera-
bilities, the authors analyzed the data flow in order to determine the origin
of the data in the register. Based on this analysis, they constructed a table
that enables to map a vulnerability to a method on how to calculate the lo-
cation of the register's content in memory. A vulnerability isidentified by a
byte pattern consisting of the instructions preceding the one finaly trigger-
ing the memory exception. Hence, precedure makes the signature generation
process library/application specific.

5. Thefirst”corrupted” pointer pointswith acertain probability to avalid mem-
ory location containing arbitrary code or even to the injected code, if the
attacker is able to place it accordingly. Execution of this code is likely to
lead sooner or later to a crash. If the crash is not due to an invalid memoy
access !, it is not possible to proceed to the next step since no relevant bytes
could be identified. Even if the crash was due to an invalid memory access,
itisvery likely that it occurred at alocation different from those of the ” cor-
rupted” pointer. Therefore, it is unlikely that any useful data isfound in the
surroundings. To estimated the probability of this scenario, the authors cal-
culate the probability p that an attacker accesses a valid memory address as

'E.g. dueto adivision by zero

info@fp6-noah.org 27 May 11, 2006



CHAPTER 3. REVIEW OF EXISTING SIGNATURE GENERATION
APPROACHES

follows: p = UsedMemory/Logical AddressSpace. Hence, generating
meaningfull output requires an average of 1/(1 — p) attacks (the processis
restartet after the crash).

In asecond step, the input context isidentified. Aninput context isaparticular
field of a specific type of message. Thefield isidentified using the results from the
previous step together with a message format analyzer. Because of time- and re-
source constraints, only simple message format specifications (consisting of afew
lines for most services) are used. To define such amessage format, alanguage that
extends regular expressions to support binary protocols was devel oped.

After the field has been identified, the characteristics of the underlying vulnerabil-
ity are extracted. Thisisdone by checking if the field is excessively long or if there
is binary data within a text-valued field. The reference values are continuously
updated using benign input traffic. Finally, the generated signature consists of the
message format specifier, the message field carrying the exploit and thresholds for
the characteristics.

To evaluate their work, they did a performance, a false positive and a polymor-
phism analysis. The false positive analysis consisted of a manual inspection of
the source code with the goal to determine if a match always implies a successful
attack. The results of the performed evaluations were a very small performance
overhead (around 10%), a low false positive rate, and that catching polymorphic
attacks is very likely.

The contributions of the presented approach areits low performance overhead and
the signatures that are suitable to filter polymorphic attacks. Nevertheless, the sig-
nature generation process contains steps that are application/library specific while
the quality of the signatures islikely to depend on the accuracy/quality of the mes-
sage format specifications. Since they used simple specifications only and a few
common attacks to evaluate their approach, the results of the false positive test is
not representative. Another question is what happens, if the correlation step was
not successful and hence does not point to the message containing the attack pay-
load 2. The authors claim that even in this case, a meaningful signature can be
generated. They proposed to generate it by parsing al recent input and by search-
ing for abnormal field-characteristics. But to be able to decide if the fal-back
mechanism has to be used, it is necessary to detect if the correlation step failed®.

332 DIRA

The attack Detection, Identification and Repair(DIRA) [40] system is basically an
extension to GCC [43] that enables the therewith compiled programs to detect and
identify control-flow hijacking attacks. Moreover, there is a good chance, that the
attacked program can recover from the attack without having to restart it. To mit-

2see the above examples on how misleading output could be generated
3L ooking at the cases where correlation mentioned
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igate denial of service attacks based on sending the same attack packet again and
again, the system can send the network traffic responsible for the attack to an IDS.
The IDS could then generate an appropriate filter to prevent future similar attacks.

In afirst step, the control-flow hijacking attack has to be detected. DIRA does this
by instrumenting control-sensitive data structures in away that disallowed changes
can be detected. More specifically, any application needs to be recompiled in order
to insert instrumentation code for the sensitive data structures. To simplify imple-
mentation, the authors focused on the ability to check if areturn address has been
overwritten during a function call and on checking if a function pointer has been
altered using direct assignments®. If this happens, the attack needs to be identified.
Attack identification consists of tracking down theinput that is responsible for trig-
gering the attack detector. Thisis done using a memory update log for global and
static variables and for memory transactions in a proxied set of libc functions®.
The last step is the attack repair step. Its goal is to roll-back the application state
to a point before the input containing the attack was read and to restart the appli-
cation from there. Since amemory log is already used for attack identification, a
roll-back does not impose a large additional overhead. Undoing the logged mem-
ory modifications is sufficient. Afterwards, the restart point has to be selected ad
the last common ancestor from the function receiving the attack input and the func-
tion where the attack was detected.

The evaluation was focused on performance measurements for five server appli-
cations ®. For those, the maximum increase in compile time was around 555%.
Furthermore, the maximum processing overhead for running the modified appli-
cation compared to the unmodified one is around 60%. Additionally three of the
applications ” were attacked using one exploit each. Even though all attacks were
detected and could be prevented, the repair step worked only for two of the three
attacked applications.

A magjor drawback of DIRA isits dependency on the availability of the source code
of the application or library to protect. Weaknesses are that only a few control-
sensitive data structures are supervised and that only alimited amount of functions
are instrumented. Additionally the memory log tracks direct assignments only and
can not be used to identify dependencies that involve any arithmetic expression
(e.g. B=A+C). Consequently, the attack input can not always be identified. In or-
der to track such dependencies, a complete data-flow analysis that causes a large
processing overhead would be necessary. There are some other problemsin case a
process forks 8 and the restart point is before the forking point.

4Altering afunction pointer using memcpy() an example for an indirect assignment

*e.g. memepy(), gets(), read(), fork(),...)

Sghttpd, drcatd, named, gpopper, proftpd

"named, ghttpd, drcatd

8Starts a process (child process) while the starting process (parent process) continues to run. The
child process gets a copy of al of the data of the parent process (including e.g. file pointers to
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Since the evaluation focuses on some performance measurements, it does not offer
enough data to make a sound statement about repair capabilities or false nega
tives/false positive rates.

333 DOME

The Detection Of Malicious Executables (DOME) [36] approach allows to detect
code injection attacks and attacks originating from executables that were modified
with obfuscated code or contain dynamically generated code. The detection mech-
anism is based on the fact that malicious code often makes use of system calls and
is either injected into a running application or tries to obfuscate its presence if in-
cluded in an executable. More precisely, DOME makes a static analysis of the exe-
cutable of an application to identify the location of system callsin it and supervises
if the locations at runtime differ. Although DOME does not generate any signature
describing malicious activities, it can recognize such activities nevertheless by ver-
ifying any activity against a signature describing normal/approved behavior. The
following three statements characterize the coverage of their approach:

» Any injected code is assumed to be malicious.

« Dynamically generated or obfuscated code containing system calls that are
hidden from static analysisis malicious.

« Tointeract with the operating system, the code uses the Win32 AP °.

In their proof-of-concept implementation, the static analysis is done with the IDA
Pro disassembler [17] and handles applications consisting of one executable com-
ponent only. Moreover, late bound codel® is not handled by the static analysis step.

After the static analysis, DOME uses the Detour wrapper package [21] to monitor

Win32 API calls. Thiswrapper package enables to execute custom code before and
after transferring control to the actual Win32 API. With that, it is possible to report
call from alocation not registered during the static analysis to alogging facility. In
the evaluation part, the authors evaluated the false positive and false negative rate
of DOME. For the false positive test, a set of eight benign executables was tested
with DOME. The only false positives were due to dynamic binding of APIs. For

the false negative test a set of six executables containing a virus or worm were run
with DOME. Thetest revealed no false negatives.

Since the authors only implemented a proof-of -concept study, there are some open

opened files). Each process has its own memory and is able to run self-contained. If the parent
process is terminated and the child process is still running, the child process becomes a so-called
zombie process.

®The Win32 Portable Executable File Format is the standard executable format for Windows 2000
and above. Thisfile format usually uses the Win32 API to interact with the operating system.

e.g. dynamic link libraries (dil)
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issues. Oneisthe bypassability of the monitoring functionality (wrappers). There-
fore the authors propose a kernel-level authentication ensuring that the APIs are
only reached after passing through a unmodified wrapper. Since such modifica-
tions are not an option for closed-source Software like Windows, kernel-level au-
thentication is likely to remain a rather theoretical solution. Another one is that
because the static analysis does not handle dynamically loaded program-parts, it is
not yet a solution for real-world software. A final open issueis an evaluation using
alarge and representative test set.

3.34 Minos

The Minos [14] system is basically a modification to the Pentium architecture and
to the operating system kernel that allows to stop control data attacks by tagging
untrusted input data as tainted, and by propagating these tags through filesystem
operations, the main memory and the processor pipeline. In this work, the authors
focused on the detection part and did not propose any sighature generation mech-
anism. The reason why Minos was included in this review of signature generation
approaches isits new approach in attack detection and its implications for the type
of information that is available to a signature generation process. In fact, Minos
enables to detect whenever tainted data is used as control data in a control-flow
transfer. Thisis also known as dynamic taint analysis. Minos considers any data
which may be loaded into the program counter, or any data used to calculate such
data ! as control data. Hence, Minosiis able to detect attacks based on vulnerabil-
ities such as buffer overflows, format string vulnerabilities, or double free()s[2].

A major problem of the dynamic taint analysis is that it causes a large process-
ing and memory access overhead: For each operation (e.g. of type”‘z=x opy"’),
it has to be checked if the data source(s) (x and y) are tainted to decide if the desti-
nation (z) needs to be tainted too. Minos reduces this overhead by mapping the tag
propagation functionality of dynamic taint analysis to special purpose hardware.
More specificaly, it applies Biba's low-water-mark integrity policy? to the inputs
of every instruction operation in order to determine the integrity of the result. Ad-
ditionally, whenever an attempt is made to transfer control flow with low integrity
data, the hardware triggers an interrupt. But because developing and producing the
proposed hardware extension is out of the scope of Minos, the proof-of-concept
prototype does not dispose of the proposed modifications to the Pentium architec-
ture. Instead the modified Pentium architecture was emulated using a customized
version of the Bochs Pentium emulator [25]. The remaining functionality, the taint-

HIncluding return pointers, function pointers, jump targets, variables such as the base address of
alibrary and the index of alibrary routine within it used by the dynamic linker to calculate function
pointers.

2Biba’s low-water-mark integrity policy specifies that any subject may modify any object if the
object’s integrity is not greater than that of the subject, but any subject that reads an object has its
integrity lowered to the minimum of the object’s integrity and its own. For details see [3]
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ing(tagging) of untrusted input and the alert handling, is implemented in the oper-
ating system kernel. Minos defines trust on the basis of how long the data has been
part of the system. In Minos, the kernel keeps atimestamp called the establishment
time before which all libraries and trusted files were established and after which
everything created is treated as vitriol and forced low integrity. Static binaries can
be created after the establishment time and are trusted for their own control flow
and that of their children by being marked high integrity when the executable ELF
binary is mounted. Any communication where one process passes data to another
process which is not sharing its memory space will be forced low integrity, because
it will go through the virtual file system through an inode?® that was either estab-
lished or modified sometime after the establishment time. Thus when an attacker’'s
data comes from the network it will stay low integrity in the system even if it goes
out to disk and comes back. There is no need to modify the filesystem on the hard
drive. More specifically, the read() system call forces the data read by the process
to be low integrity unless both the ctime (time of last inode change) and mtime
(time of last modification) of the inode are set to a time before the establishment
time of the system. A separate Minos implementation for Windows XP marks data
as low integrity when it is read from the Ethernet card device, but the integrity in-
formation cannot be tracked in the filesystem since the Windows XP source code
is not available.

The authors evaluated their work by attacking Minoswith eighteen different control -
flow hijacking attacks (see[13] for details). All of them were caught while no false

positives were reported. Aside from the security related evaluations, the authors

assessed the performance overhead of the functionality that needed to be imple-

mented in the operating system kernel. More specifically, the overhead incurred by

saving the tag bits during virtual memory swapping was measured 4.

The biggest advantage of Minos over other dynamic taint analysis approaches is
its virtually low performance overhead. Nevertheless, because the necessary hard-
ware extensions do not exist, the advantage is only a virtual one. Furthermore,
there are limitations as to Minos' ability to catch more advanced control data at-
tacks designed specifically to subvert Minos, mostly related to the possibility that
an attacker might be able to arbitrarily copy high integrity control data from one
location to another. Minos only stops low level control data attacks that hijack
the control flow of the CPU and was not designed to catch higher-level attacks in-
volving, for example, scripting languages. Moreover, kernel level attacks are not

BAninodeisastructure that storesinformation about objectsin the filesystem, such asfiles, pipes,
or sockets

14The Minos hardware tracks tagged datain main memory only. Because information about mem-
ory chunks swapped-in or swapped-out is not available at thislevel, the operating system has to take
care of this. It saves the tags for swapped-out memory chunks and restores them in case they get
swapped-in again
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caught because the kernel addsthe tags only when it copies datainto auser process
memory space.

3.35 Pad

The Program semantics-Aware Intrusion Detection system (Paid) [9] defends appli-
cations against control flow hijacking attacks that make use of system calls. It em-
ploys the source code of an application to construct an accurate system call model
which takes the following three characteristics into account: Location and order-
ing of system calls and parts of the control flow of the application. By checking
run-time system call patterns versus the model, abnormal behavior can be detected.
It follows, that this approach does not generate signatures for malicious behavior
but a”‘signature”’ for approved behavior. Similar approaches like e.g. the PDA
model proposed by Wagner and Dean’s [46] employ more precise but expensive
models while policy based models like systrace [35] are less precise but efficient.
Paid is sufficiently accurate and efficient asits run-time overhead for protecting an
application is around 10%.

To protect an application with Paid, the following steps are necessary. First, the
application’s source code as much as the source code of the used libraries has to
be available. Only then the recompilation step can analyse the system call usage,
construct a System Call Site Flow Graph (SCSFG) and include it in the resulting li-
brary or executable. The SCSFG isactually a Deterministic Finite-state Automaton
(DFA) representing the system call sequences and their location (site) in the pro-
gram. To get a DFA from the source code, the authors eliminate non-determinism
inthe control flow (introduced e.g. by if..then..else constructs or function pointers)
by apply concepts like system call inclining, graph inclining and custom system
call insertion. In a second step, the recompiled application is started and a pointer
to the active SCSFG node keeps track of the executed system calls. If the pro-
gram determines and accesses a function from a dynamic library at run-time only,
the SCSFG for the accessed function is dynamically inserted into the main SCSFG.

Even though the evaluation contains some proof-of-concept attack detection tests,
its focus is on performance measurements. For the attack detection test, two small
custom programs and one real world exploit were used. One of the custom pro-
grams allows to overwrite the return address of afunction, the other allowsto make
a function pointer point to injected code. The real world exploit was one for the
wu-ftpd-2.6.0 vulnerability. In all the three cases Paid detected and prevented the
attack. The performance measurements for five applications (Qpopper, Apache,
Sendmail, Wu-ftpd, Proftpd, pure-ftpd) showed a maximum overhead for sendmail
of about 11.2%. Additionally they evaluated the increase in executable size for re-
compiled applications and found a maximum increase of around 250% for apache.

The proposed approach has some limitations and drawbacks. First, the need for the
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source code of an application narrowsthefield of application. Second the workload
is moderate if Paid should be used with a new version of an application and it is
high if it should be used with anew kernel version or anew compiler version. This
is due to the fact that changes to the source code of the compiler GCC and some
libraries (LIBIO, libc) as much as recompilation of the applications to protect are
necessary. Other limitations are that malicious code that contains no system calls
or that simply modifies arguments to system calls in the application’s code is not
detected 1°. Another possibility to fool Paid are so-called mimicry attacks [47]
which alow a sophisticated attacker to cloak their intrusion e.g. by using exactly
the expected system call sequence. But because of the randomly introduced null
system calls 16, an attacker has to guess the correct sequence unless he has access
to the recompiled application binaries. Finally a more detailed evaluation of Paid
with attacks in the wild would have been desirable.

3.3.6 TaintCheck

TaintCheck [31] is based on the idea of dynamic taint analysis. It protects a des-
ignated application by marking input originating form suspicious sources like e.g.
the network interface as tainted. Afterwards, it tracks how the tainted data is used
within the application. Finally, whenever tainted datais used in a way that is dis-
alowed by the installed policy, TaintCheck generates an alert and launches the
signature generation process. The output is a three byte long string signature.

TaintCheck performs dynamic taint analysis on a program by running the pro-
gram in its own emulation environment. This alows TaintCheck to monitor and
control the programs execution at a fine-grained level. Specifically TaintCheck is
implemented using Valgrind [29]. Valgrind is an open source x86 emulator that
supports extensions which can instrument a program as it is run. Whenever pro-
gram control reaches anew basic block 17, Valgrind first translates the block of x86
instructions into its own RISC-like instruction set, called UCode. It then passes the
UCode block to TaintCheck, which instruments the UCode block to incorporate
itstaint analysis code. TaintCheck then passes the rewritten UCode block back to
Valgrind, which trangates the block back to x86 code so that it may be executed.
Instrumenting the code extracted from an applications binary, is often referred to as
binary rewriting. To improve the performance of the described procedure, when-
ever ablock has been instrumented, it is kept in Vagrinds cache in order to avoid
its re-instrumentation every time it is executed. The whole dynamic taint analysis
process is split into three modules: TaintSeed, TaintTracker and TaintAssert.

TaintSeed marks any data that comes from an untrusted source of input as tainted.

The later ise.g. addressed by systrace [35]

A custom system call that does not lead to a switch into kernel mode

1A sequence of instructions forms a basic block if the instruction in each position dominates, or
always executes before, all those in later positions, and no other instruction executes between two
instructions in the sequence
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By default, TaintSeed considers input from network sockets to be untrusted, since
for most programs the network is the most likely vector of attack. TaintSeed can
also be configured to taint inputs from other sources considered untrusted by an
extended policy, e.g., input data from certain files or stdin.

TaintTracker tracks each instruction that manipulates data in order to determine
whether the result is tainted. The default policy of TaintTracker is as follows: for
data movement instructions, the data at the destination will be tainted if and only
if any byte of the data at the source location is tainted; for arithmetic instructions,
the result will be tainted if and only if any byte of the operands is tainted. In order
to track the propagation of tainted data, TaintTracker adds instrumentation before
each data movement or arithmetic instruction. Optionally, TaintTracker provides a
log that allows to follow the propagation of tainted data back to its entry point.
TaintAssert checks whether tainted data is used in ways that its policy defines as
illegitimate. TaintAsserts default policy is designed to detect format string attacks,
and attacks that alter jump targets including return addresses, function pointers, or
function pointer offsets. When TaintAssert detects that tainted data has been used
in an illegitimate way, signaling alikely attack, it invokes the Exploit Analyzer to
further analyze the attack.

The Exploit Analyzer identifies the three most significant bytes used to overwrite a
return address or afunction pointer and determines the input data from which they
originate. If the original content and the three bytes do not match, some decoding
or other data transformation operations have been applied between data input and
attack detection. That’swhy in this case, the original content is used as asignature.

To evaluate TaintCheck, the authors tried to exploit three real world 18 and three
synthetic 1° vulnerabilities. All attacks were detected. Moreover, tests with an
Apache webserver protected by TaintCheck showed that the increase in response
time stayed below factor 252°. Another test with bzip2 for which a 15SMB input
file was marked as tainted resulted in a slow down factor of 37.

A weak spot of TaintCheck is the three byte long string signature. It is a weak
spot because benign input is likely to contain the same three byte sequence?!. To
address this limitation, the authors proposed to use an improved semantic analy-
sis % that identifies filler bytes. Filler bytes are bytes that are part of the attack
traffic but that are actually irrelevant (e.g.: parts of the attack traffic that do not
affect directly or indirectly the control flow of the attacked application or service

BATPhttpd (buffer overflow), cfingerd (format string), wu-ftpd (format string)

function pointer, buffer overflow and format string vulnerability

DThe increase is more significant for small requests. Factor 25 was found for a request size of
1KB.

ZLAssuming e.g. an uniform byte distribution there is on average one false positive per 16MB of
traffic

220ne example of such an analysisis e.g. to identify which protocol field(s) contained the mali-
cious input and to determine the (minimal) input length for the attack to be successful

info@fp6-noah.org 35 May 11, 2006



CHAPTER 3. REVIEW OF EXISTING SIGNATURE GENERATION
APPROACHES

during a control flow hijacking attack, attack payload). A different problem isthe
possibility to clean tainted data if the described TaintTracker policy isapplied. An
example how this can happen is the following: An application decodes its input
because it supports multiple character sets. It does this by using the tainted input
characters as index into a trandation table. It follows that because the content of
the trangdlation table is untainted, the same holds for the decoded input. Moreover,
the large low down factor of 1.5 to 37 limits its applications to unproductive sys-
tems like e.g. honeypots. But according to the authors there are various ways to
speed up TaintCheck.

3.3.7 Vigilante

Vigilante is an end-to-end approach to contain fast spreading worms using col-
laborative worm detection at end hosts. Furthermore the approach includes an
automatic filter generation component to protect the end hosts from subsequent
attacks and an overlay network for fast aert distribution. But the major contribu-
tion of Vigilante is the concept of self-certifying alerts (SCAS). In the past, most
approaches to contain fast spreading Internet worms relied on automatic signature
generation and fast signature distribution. As a consequence, the hosts that ex-
change signatures have to trust each other. More precisdly, they have to be sure
that a signature, received from another host, has not been crafted and sent ma-
liciously to block e.g. specific benign traffic (DoS attack). With the concept of
SCAs, the need for trust between collaborating end hostsis (virtually) removed: A
self-certifying aert contains a description of an attack that is detailed enough, to
alow other hosts to verify, if they are vulnerable to it. If yes, the host can generate
afilter to protect itself from the attack that triggered SCA generation. Otherwise,
they can safely ignore the SCA.

A Vigilante host consists of the following components: A detector, a SCA verifi-
cator, afilter generator and an alert distributor:

Attack detector: Vigilante developed SCAsfor the following three common vul-
nerabilities:
 Arbitrary Execution Control (AEC): Describes how to execute a piece of

code whose address is supplied in a message sent by the attacker (execution
redirection).

« Arbitrary Code Execution (ACE): Describes how to execute a piece of code
that is supplied in a message send by the attacker (code injection).

 Arbitrary Function Argument (AFA): Describes how to invoke a specified
critical function with an argument value that is supplied in a message sent
by the attacker.

To generate these SCASs, Vigilante proposes and uses two different methods: Non-
eXecutable (NX) pages[32] and dynamic dataflow analysis. NX pages can be used
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to generate thefirst two SCA types while with dynamic data flow analysisit is pos-
sible to generate all three SCA types. Dynamic data flow analysis is based on the
same principle as the dynamic taint analysis used by TaintCheck. The NX pages
method is based on the idea that memory pages containing the code of an applica-
tion are marked as executable and all other pages as non-executable. Whenever an
attacker attempts to execute (injected) code in a protected page, the SCA genera-
tion process istriggered. To generate an SCA, the received messages are searched
for the code that was about to be executed or for the address of the faulting instruc-
tion (or the critical argument). If it isfound, its position is stored together with the
relevant message in a candidate SCA.

SCA verificator: The SCA verificator replays the message(s) in the SCA versus
a sandboxed version of the targeted service and replaces the section that is marked
as critical with anonce. Verification is successful, if the nonceis activated?3. Oth-
erwise verification fails. For self-generated SCAsit is checked, if adding messages
preceding the message containing the critical data, leads to asuccessful verification
(for attacks that require more than one message). Other SCAs are dropped.

Filter generator: Every new SCA that was successfully verified, triggers the
generation of a general and a specific host-based filter. Vigilante uses execution
path analysis to generate the specific filter. The genera one is derived form the
specific one using heuristics. In contrast to dynamic data flow analysis for SCA
generation, execution path analysis requires instrumentation of the whole instruc-
tion set. Thisis arather complex and time-consuming technigue which requires
another replay of the attack versus the vulnerable service. This time, the sandbox
in which the vulnerable service is run, logs all decisions in the execution path and
al instructions, where tainted data is involved. Furthermore, the corresponding
data flow graph is constructed. Vigilante defines a full traversal of this graph as
their filter condition. From this graph, a piece of assembler code is compiled that
reflects the filter condition and it is added to the filter bank. By intercepting mes-
sages at the socket interface and by executing the filters in the filter bank with the
message as input, any message matching afilter condition is dropped.

Alert distributor: Each new SCA is sent to all other hosts using flooding over a
secure Pastry overlay [6]. This overlay, in combination with SCA forwarding rules
from Vigilante, enables fast, resilient and secure distribution of SCAs. To counter
flooding with bogus SCAs or with old SCAs, hosts forward only SCAs that are
new to them and that could be successfully verified.

ZAEC-Nonce: Address of a specific function. If it is called, verification is successful.
ACE-Nonce: Piece of code that contains e.g. ajump to a specific function. If the function is called,
verification is successful.

AFA-Nonce: Function argument. If the in the SCA specified function is called with this argument,
verification is successful.
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For their evaluations, the authors used three well-known and well-understood
worms: Slammer, Blaster and CodeRed. The preformed evaluations are the fol-
lowing:

Simulation of the percentage of infected hosts: They used the epidemic model
described in [19] with minor modifications to take detectors into account. First,
they present the percentage of infected hosts in dependence of theratio of detectors
for all three worms using model parameters that reflect the observed behavior of
these worms in the wild and the respective SCA generation and verification times.
It can be seen that a fraction of 0.001 is enough to contain the worm infection to
less than 5%. Second they evaluated for the Slammer worm, what changes to the
signature verification time, the infection rate and the number of initially infected
hosts influence the percentage of infected hosts. The result of their evaluation is
that Vigilante is able to contain the spreading of a worm for scenarios that are a
magnitude worse than the worst of real wormsin the past.

Filter generation time: They evaluated the filter generation time for the three
worms. The maximum generation time was around 3.4 for the CodeRed worm.

Filter quality: Manual inspection of the generated filters showed that the filter
for the Slammer worm has no false positives or negatives. The filters for Blaster
and CodeRed do not cause false positives as well but they are not able to filter all
attacks on the vulnerabilities exploited by Blaster and CodeRed.

A weakness of Vigilante is its vulnerability to DoS attacks when the time
needed to verify an aert is significant. The authors propose to address this prob-
lem by distributing the alerts over a secure Pastry [6] overlay. To participate in the
overlay, a host has to get a certificate from a trusted offline certification author-
ity. Basically, Pastry combined with the policy to forward only verified SCAs, it
is assured that a malicious host can only launch DoS attacks on its neighbors in
the overlay network and that the host can not influence the topology of the net-
work. Nevertheless, these measures are only efficient, if the number of malicious
hosts participating in the overlay is small. In addition, the authors propose the use
of super-peers 2*. In this scenario, the neighbors of an ordinary host is aways
a super-peer. Therewith, a malicious ordinary host can not attack other ordinary
hosts but the super-peers. But despite the measures against DoS based on mali-
cious SCAs, there still remains the possibility to use ordinary DoS/DDoS attacks
one super-peers.

21n Vigilante, theses are hosts that are not vulnerable to most worm attacks because they run only
the overlay code and a set of virtual machines with sandboxed versions of the vulnerable services to
verify the SCAs
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3.4 Approaches Using Network Level and Host Level At-
tack Detection

34.1 HoneyStat

Theonly system, at the time of thiswriting, which combines network and host level
attack detection methods is HoneyStat [16]. This approach is specifically targeted
at attack detection in local networks. HoneyStat nodes are emulating multiple op-
erating systems using VMware GSX Server. They detect three different types of
events. memory events, network events, and disk events. Memory events are de-
tected by abuffer overflow detection software running on the honeypot. A network
event istriggered in case ahoneypot generates outgoing traffic. Finally, disk events
are triggered if aprocess writes to specified parts of the filesystem.

HoneyStat does not generate any signatures from the generated events. How-
ever, information which is recorded during a HoneyStat event includes.

« OS/patch level of the host

» Typeof event and rel evant capture data (memory events - stack state, network

events - outgoing packet(s), disk events - file changes)

 Tracefilefor al prior network activity
The gathered information is then forwarded to a central analysis node. This central
node correlates all received HoneyStat events and performs a logistic regression.
Instead of correlating two continuous variables (such as traditional linear regres-
sion), logistic regression considers a dichotomous variable (such as boolean states)
and continuous variables. The analysis tries to explain the changes in the honeypot
state (e.g. asleep or awake) with one or more of the continuous variables. Unfor-
tunately, the authors do not clearly state which continuous variables they use. We
assume, however, that they mainly rely on incoming network traffic.

Any logistic analysis involves the following steps. For each particular Hon-
eyStat event the set of variables that minimize the prediction error is determined
using maximum-likelihood evaluation. Second, the Wald statistic is used to evalu-
ate each variable, and remove those below a user-sel ected significance threshold. If
the analysisresultsin asingle variable explaining the changes in the honeypot state,
an alert is generated. Otherwise, the event datais stored until additional events are
observed, triggering a renewed anaysis. Although HoneyStat does not explicitly
generate any signatures, the continuous variable identified by logistic regression
(e.g. some byte sequences in the network traffic) could serve as a signature.

HoneyStat's attack detection mechanism relies, among other criteria, on ob-
serving outgoing network traffic. Hence, the false positive rate of the attack de-
tection should be zero or at least very low. The authors state, however, that errors
such as identifying benign traffic as the source of an alert could occur when apply-
ing logistic regression. Signatures based on this falsely identified network traffic
would generate false positives when used in a signature-based detection system.
HoneyStat was tested with a 13-month activity honeypot log from the Georgia
Tech Honeynet Project. A worm attack was manually injected in this trace to test
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whether HoneyStat would generate a false positive. The authors state that Honey-
Stat did not generate any false positives for this trace. However, they do not explain
their evaluation methodology in detail.
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Chapter 4

Classification of Reviewed
Existing Approaches

This chapter classifies the reviewed approaches according to different criteria re-
garding attack detection capabilities, signature generation capabilities and evalua-
tion methodology. Moreover, the classification allows us to reason about which of
the approaches are most interesting in the focus of NoOAH. More precisely, each of
the sections 4.1, 4.2 and 4.3 contains asummary where we identify one or more ap-
proaches that are closest to an ideal attack detection or signature generation system.
Therefore, the summary presents too an outline of the requirements for an ideal-
ized attack detection or signature generation systems. A more precise description
of what an ideal system means in the context of NoAH can be found in Chapter 5.

4.1 Classification Regarding Attack Detection Capabili-
ties

This section presents the classification criteria and parameters for the attack detec-
tion part, and classifies the reviewed approaches. This section refers always to the
detection of yet unknown attacks. Some of the proposed approaches detect (and
filter) attacks they have already seen in adifferent way. Moreover, only approaches
that actually have mechanisms for attack detection are considered. More precisely
this concerns Honeycomb and Nemean because of their assumption that al traffic
received by a honeypot is malicious, Polygraph because it requires a classificator
separating malicious from benign traffic without naming/presenting one and Early-
bird because it uses some sort of attack detection (based on address dispersion) only
in a second stage. For details refer to section 3.1.
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411 Attack Detection Mechanism

This criterion classifies the signature generation approaches according to the at-
tack detection mechanism they use. We identified the following attack detection
mechanisms:

» Scan-based detection

« Redirecting/observing outgoing connections

« Machine learning of byte frequency distributions

» Observing filesystem and stack state changes

» Address Space Randomization (ASR)

» Non-Executable pages

 Source code instrumentation

« Discrepancies from static per application system call model

e Dynamic taint analysis
Table 4.1 contains the relevant information.

\ | Attack Detection Method

Autograph Scan-based detection

PADS Redirecting outgoing connections

PAYL Machine-learning of byte frequency distributions

COVERS Address Space Randomization (ASR)

DIRA Source code instrumentation

DOME Discrepancies from static per application system call model

Minos Dynamic taint analysis

Paid Discrepancies from static per application system call model

TaintCheck Dynamic taint analysis

Vigilante Dynamic taint analysis or Non-Executable pages

HoneyStat Observing outgoing connections, filesystem and stack state
changes

Table 4.1: Attack Detection Mechanisms

4.1.2 Detected Attack Types

This criterion describes different attack types that can be detected by the respective
approach. They are characterized by the following parameter:
 Transport Protocol: An attack has to use one of these: TCP, UDP or ANY
 Propagation Method: Either Random Scanning, Hitlist, Topology or ANY
» Exploitable: Yes/No. If Yes, only attacks for which the target is exploitable
are detected.

Table 4.2 contains the relevant information.
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\ | Transport Protocol Propagation Method | Exploitable |

Autograph TCP Random Scanning No
PADS TCPR, UDP Random Scanning Yes
PAY L TCPR, UDP Random Scanning, Yes
Hitlist, Topology
COVERS ANY ANY Yes
DIRA ANY ANY Yes
DOME ANY ANY Yes
MINOS ANY ANY Yes
Paid ANY ANY Yes
TaintCheck ANY ANY Yes
Vigilante ANY ANY Yes
HoneyStat ANY ANY Yes

Table 4.2: Capabilities regarding Characteristics of Detected Attacks

4.1.3 Attack Detection Input

This criterion classifies the approaches according to the input that is required by
the proposed attack detection method. We identified the following input types:

* Raw network traffic

* Reassembled TCP flows

« Information about executed system calls

« Information about outgoing connections

* Filesystem and stack logs

» Memory locations of return addresses and function pointers
« Memory read/write operations

* Memory access violations

Table 4.3 contains the relevant information.

4.1.4 Typeof Attack Detection System

This criterion classifies the type of the end system that serves as bait for an attacker.
We identified the following end system types:

* Rea

* Virtualized

* Emulated

o Simulated

Table 4.4 contains the relevant information.
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\ | Input Data |
Autograph Raw network traffic
PADS Raw network traffic
PAYL Raw network traffic
COVERS Memory access information
DIRA Memory locations of return addresses and function pointers
DOME Information about executed system calls
Minos Memory read/write operations
Paid Information about executed system calls
TaintCheck Memory read/write operations
Vigilante Memory read/write operations or Memory access violations
HoneyStat Filesystem and stack logs, information about outgoing con-
nections

Table 4.3: Input for Attack Detection

4.1.5 Expected Attack Detection Delay

This criterion describes if there is a delay from the first attack instance observed at
the detection system until the attack isfinally reported. The results are summarized
in table 4.5. Whenever there is adelay, a short explanation for its occur

416 Summary
Anided attack detection system fulfills the following two requirements:

1. It should detect any attack on itself and/or the systems it supervises at the
moment they take place without false positives/false negatives.

2. ltsresource consumption should be zero

The criteria Detected Attack Types and Expected Attack Detection Delay are rele-
vant to the first requirement while the criteria Attack Detection Mechanism, Type
of Attack Detection System and Attack Detection Input are relevant to the second
requirement. Comparing the criteria for the first requirement leads us to the con-
clusion that Minos, TaintCheck and Vigilante are the most interesting approaches.
In contrast to the other approaches, they can detect attacks on applications on the
system that they supervise without delay and with close to zero false positives.
Nevertheless, their focus on control-flow hijacking attacksisalimitation since they
do not detect ANY attack. Another important aspect is that they detect attacks only
if the supervised system is vulnerable to it. Furthermore, afina statement about
the false positive/false negative rate is not possible and we refer to the respec-
tive publication for details. Asfar asthe second requirement is concerned, Minos,
TaintCheck and Vigilante are actually abad choice since emulation, simulation and
virtualization usually require alot of resources.
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\ End System Type
Autograph Real
PADS Real/Simulated 2
PAYL Real
COVERS Real
DIRA Resal
DOME Resal
Minos (Emulated) P
Paid Real
TaintCheck Emulated
Vigilante Virtualized
HoneyStat Emulated

2Double honeypot system. The second honeypot is a low-interaction honeypot
bActually Minos consists of a real system with some special purpose hardware. But since this
hardware does not (yet) exist, it isemulated.

Table 4.4: Type of Attack Detection System

\ Delay | Reason \

Autograph Yes In order to classify traffic from a specific source
as attack traffic, it is necessary that it initiated at
least a predefined number of unsuccessful con-
nections.

PADS Yes Detected only in case the attacked system initi-
atesitself a connection.

PAY L Yes Detected only in case the attacked system initi-
atesitself a connection.

COVERS No?2

DIRA No

DOME No

Minos No

Paid No

TaintCheck No

Vigilante No

Honey Stat Yes Significance threshold for event correlation

2But there are some (rare) cases, where ASR introduces a delay. See 3.3.1.
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4.2 Classification Regarding Signature Generation Capa-
bilities

Asthe review of approaches using host level attack detection in section 3.3 shows,
Minos and DIRA do not generate any signatures and are therefore unaccounted for

in this section. The same applies for HoneyStat. Furthermore, DOME and Paid do
not generate signatures that characterize attacks. Nevertheless they still use some
kind of asignature. More specifically, they characterize the approved/expected/normal
behavior of an observed system or one of its parts. Neverthelessitis basically easy
to derive a signature characterizing attacks with the approved/expected/normal be-
havior signature at hand (e.g. by taking the deviation from the approved/expected/normal
behavior as signature), the authors purpose was not the generation of such signa-
tures. Therefore we apply our classification criteriato the approved/expected/normal
behavior signature.

4.2.1 Signature Generation Input

This criterion describes the input that is required by the proposed signature gener-
ation method. We identified the following input types:

 Single packet payloads

* Per-flow reassembled payloads

« Per-flow reassembled, service normalized packets
Flow payload ("‘Flow”’ is not further specified)
Source code (of any application against which attacks should be detected)
Application binary (of any application against which attacks should be de-
tected)
Table 4.6 contains the relevant information.

Signature Generation Input |

Honeycomb Per-flow reassembled payloads
Polygraph Per-flow reassembled payloads
Earlybird Single packet payloads

Nemean Per-flow reassembled, service normalized packets
Autograph Per-flow reassembled packet payloads
PADS Not specified in detail

PAYL Single packet payloads

COVERS Single packet payloads or flow payload
DOME Application binary

Paid Source code

TaintCheck Single packet payloads or flow payload
Vigilante Single packet payloads or flow payload
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CAPABILITIES

4.2.2 Signature Type

This criterion classifies the approaches according to the type of signature they gen-
erate. We describe the signature type with two parameters. The system layer at
which the signatures are applied, and the representation format of the signature.

Possible values for the system level are:

* Network layer (e.g. byte patterns, application semantics, byte frequency

distributions)

» Host layer (e.g. memory access information, filesystem changes, process

characteristics)

» Network and host layer (any combination of the approaches from above)
The representation of signatures identifying an attack can be:

 Continuous byte pattern

« Discontinuous byte pattern (DBP)

Byte probability distribution

* Regular expression (RegEXx)

Finite state automaton

Message type/field characteristics: Specifies disallowed characteristics for a
specific message field L.

« Disallowed control-flow modifications: A policy specifying disallowed control-

flow modifications.

« All the traffic needed to trigger the detector plus attack specific information?
The representation of signatures identifying approved/expected/normal behavior
can be:

« Policy specifying disallowed control-flow modifications

* Per application system call usage model
Table 4.7 contains the relevant information.

4.2.3 Applicability to Polymor phic Attack Payload

This criterion describes the applicability of the created signatures to polymorphic
attack payloads. 3

* (limited) metamorphism

* (limited) oligomorphism

 "total” polymorphism
Table 4.8 contains the relevant information

4.2.4 Expected Signature Generation Delay

This criterion describes the expected signature generation delay. That is, the delay
from attack detection until asignature isfinally generated. To identify the total de-

M essage-format-aware or protocol-aware signature
2see section 3.3.7 for details
3Section 3.2 specifies how the terms” polymorphism” and (attack) payload are used in thisreport.
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| Target Layer | Representation |

Honeycomb | Network layer Continuous byte pattern
Polygraph Network layer DBP, RegEXx, Byte probability distribution
Earlybird Network layer Continuous byte pattern (Snort)
Nemean Network layer Finite-State-Automaton
Autograph Network layer Continuous byte pattern (Bro)
PADS Network layer Byte frequency distribution
PAYL Network layer Continuous and discontinuous byte pattern
COVERS Network layer Message type/field characteristics
DOME Host layer Per application system call usage model
Paid Host layer Per application system call usage model
TaintCheck Network layer Continuous byte pattern (3 Bytes)
Vigilante Network layer/ | All the traffic needed to trigger the detector

Host layer 2 plus attack specific information

4Self-Certifying alerts

Table 4.7: Type of Generated Signature

lay from the first occur Weidentified the following sources of delay in the signature
generation process:
e Minima number of attack instances: A signature can only be generated if
more than one instance of the same attack is required.
« Signature verification: The signature has to be verified prior to deployment.
« No additional delay: The delay depends on processing complexity only. |If
available, the maximum processing delay 4 is added in brackets.
Table 4.9 contains the relevant information.

4The maximum delay is often determined experimentally by launching different attacks against
the system
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Applicability to Polymorphic Attack Payloads

Honeycomb limited oligomorphism and limited metamorphism
Polygraph oligomorphism and metamorphism

Earlybird limited metamorphism

Nemean limited metamorphism

Autograph limited oligomorphism and limited metamorphism
PADS metamorphism

PAYL oligomorphism and metamorphism

COVERS "total” polymorphism

DOME "total” polymorphism 2

Paid "total” polymorphism?

TaintCheck "total” polymorphism

Vigilante "total” polymorphism

#pecause the signature does not describe the attack but the allowed/expected/approved behavior

of the system

bhecause the signature does not describe the attack but the all owed/expected/approved behavior

of the system

Table 4.8: Applicability of Generated Signatures to Polymorphism

Source of Signature Generation Delay

Honeycomb Minimal number of attack instances
Polygraph No additional delay @

Earlybird Minimal number of attack instances
Nemean Minimal number of attack instances
Autograph No additional delay

PADS Minimal number of attack instances
PAYL No additional delay

COVERS Minimal number of attack instances®
DOME No additional delay

Paid No additional delay

TaintCheck No additional delay

Vigilante No additional delay (<3s)

2But signatures are likely to get the more specific/accurate the more benign and attack traffic is

available

®In most cases, only one. Seeitem 5inthelist in section 3.3.1 for details.
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425 Summary

Anideal signature generation system fulfills the following two requirements:

1. It generates one signature per vulnerability. The signature allows to iden-
tify any attack aiming at the corresponding vulnerability without false posi-
tives/false negatives.

2. Signature generation requires zero time.

The criteria Signature Generation Input, Signature Type, Applicability to Polymor-
phic Attack Payload are relevant to the first requirement while the criteria Expected
Signature Generation Delay is relevant to the second requirement. Comparing the
criteriafor the first requirement leads us to the conclusion that COVERS and Vig-
ilante are the most interesting approaches. In contrast to the other approaches,
they create not only signatures that are applicable to polymorphic attack payload
but also use signature types that have (potentially) low false positive/false negative
rates °. Additionally, since COVERS and Vigilante have a reasonable delay de-
pending only on the characteristics of an attack and the parameters of the signature
generation system and not on the availability of multiple instances of an attack like
e.g. Honeycomb and Earlybird, they fulfill the second requirement quite well.

4.3 Classification Regarding other Criteria

Whenever aproposal isthoroughly evaluated, it islikely that it can be compared to
other well-evaluated approaches. It is therefore helpful to know how much effort
was put into evaluation, or more precisely, what was evaluated and what was the
applied evaluation methodol ogy.

4.3.1 Performed Evaluations

The "Performed Evaluations’ criterion alows to identify if one or more of the
following evaluations is presented in the paper:
 Attack detection: An evaluation that gives information about how good the
attack detection mechanism isin detecting attacks.
« Signature quality: An evaluation that gives information about the usefulness
of the generated signatures.
 Performance: An evaluation that providesinformation about the performance
of (apart) of the system.
Table 4.10 contains the relevant information.

5See sections 3.3.7 and 3.3.1 for details
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Attack Detection

| Signature Quality |

Performance

Honeycomb

Polygraph

Earlybird

Nemean

Autograph

PADS

PAYL

COVERS

X X[ X X| X[ X| X| X

DIRA

DOME

Minos

Paid

TaintCheck

X)

Vigilante

XX XX X[ XX !

X

XXX X[ X X[ X]| !

HoneyStat

£

Table 4.10: Performed Evaluations

4.3.2 Evaluation Methodology: Attack Detection

Here, we give criteria that characterize the methodology that was applied to eval-
uate attack detection quality. The following criteria characterize the methodology
used to evaluate attack detection:
 Attack Detection Setup: The setup used to evaluate attack detection. Para-
meters can be either:
— real-world deployment: The system was deployed in a productive net-
work. The authors had no influence if and how the system was attacked.
— lab deployment, real-world attacks. Therole of the attacker is assigned
to a host/user in the lab environment. He uses real world attacks.

— lab deployment, synthesized attacks. The role of the attacker is as-
signed to a host/user in the lab environment. He uses synthetic attacks.
— lab deployment, replayed attacks: Replay of real-world traffic traces.

Thisincludes modifications such as sanitization and attack injection.

» Measured Parameter. It can be either:

— FP: False Negatives
— FN: False Positives
— TP: True Positives
— TN: True Negatives
 Probe Size: The number of different attacks (true positives/false negatives)
or the number of benign interactions (true negatives/false positives) if avail-
able.
« Establishment of Ground Truth. Parameters can be either:

info@fp6-noah.org 51 May 11, 2006



CHAPTER 4. CLASSIFICATION OF REVIEWED EXISTING APPROACHES

— manual analysis. The authors did a manual analysis to find the actual
number of attacks.
— reference system: The number of identified attacks was compared to
the number of attacks found by areference system.
— attack injection: A specific number of attacks was injected.
— attack only: All interactions with the system belonged to attacks. Hence,
this allows true positive/fal se negative analysis only.
— benign only: All interactions with the system were benign. Hence, this
alows true negative/false positive analysis only.
— concept: Theapplied attack detection concept guarantees aminimum/maximum
value for the measured parameter(s).
Table 4.11 sums up the relevant information for these criteria. Systems without
attack detection mechanism are omitted.

4.3.3 Evaluation Methodology: Signature Quality

The following criteria characterize the methodology used to evaluate signature
quality:
 Signature Generation Setup: The setup used to generate the set of signatures
for the signature quality assessment. Parameters can be either:

— real-world deployment: The system was deployed in a real-world net-
work environment while generating the set of signatures.

— lab deployment, synthesized traffic: The traffic used to generate the
signature set was either hand-crafted or dynamically generated using a
testbed.

— lab deployment, replayed traffic traces: The traffic used to generate the
signature set was generated by replaying a set of (real-world) traffic
traces.

— lab deployment, replayed but modified traffic traces: A set of (partially)
modified (real-world) traffic traces was replayed.

— anaytically assessed: No experimental setup. The signature quality
was assessed analytically.

The classification of the different approaches according to these criteria can be
found in Table 4.12. Only systems that generate attack specific signatures are
listed. If a system generates e.g. a signature that identifies allowed/approved
actionsg/behavior, an evaluation of its signature generation mechanism is actually
done when evaluating the attack detection mechanism.

Further criteria to characterize the methodology used to evaluate signature quality
are:

e Quality Assessment Setup. Parameters are the same as as for the Signa-
ture Generation Setup. If not stated otherwise, the network traffic for the
assessment is not identical to the network traffic used to generate the set of
signatures.
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» Measured Parameter. It can be either:

— FP: False Negatives

— FN: False Positives

— TP: True Positives

— TN: True Negatives

« Establishment of Ground Truth. Parameters can be either:

— manual analysis: Either the authors analyzed the network traffic manu-
ally to find the number of attacks contained init or they analyzed if the
total set of traffic that the signature/filter describes/filters contains only
attacks.

— reference system: Either the number of identified attacks was compared
to the number of attacks found by a reference system or the attacks
reported by the reference system were removed to " sanitize” the traces.

— attack injection: A specific number of attacks wasinjected into network
traffic.

— attack only: The network traffic consisted of attacks only.

The classification of the different approaches regarding theses criteria can be found
intable4.13. Again, only systemsthat generate attack specific signatures arelisted.

4.3.4 Collaboration among Sensors

This criterion specifies whether and how the different approaches use collaboration
among multiple sensors. Possible values are:
* no collaboration
* attack detection
« signature generation; Collaboration to reduce the signature generation load
« signature quality: Collaboration to improve the quality of the generated sig-
natures

435 Summary

The main purpose of an evaluation is to identify how well the presented sys-
tems/algorithms perform in different set-ups and therewith to enable other people
to identify its qualities and its limitations. Ideally, the evaluation results allow oth-
ersto decide if the system/algorithm suits their needs and if it works in their setup
aswell. Even though most of the reviewed approaches do some evaluations, they
do only very specific ones, meaning that only few parameters were measured and
that the presented results are derived from a small test set. Additionally, when-
ever areference system was used (e.g. Nemean, Autograph, PADS) to measure the
false positive/false negative rate, these were systems that themselves are known to
have afalse positives/false negatives problem. After al, the evaluations presented
by COVERS and Vigilante are well established but nonetheless their generality is
questionable due to the small test sets.
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Attack Detection Setup | Measured| Probe |Establishment of
Parame- | Size |Ground Truth
ters

Autograph (not evaluated) - - -

PADS (not evaluated) FP - concept 2

PAYL lab deployment, FP, FN ? reference system
replayed attacks (Snort) & attack

injection

COVERS lab deployment, TP 7 attack only
real-world attacks

DIRA lab deployment, TP 3 attack only
real-world attacks

DOME lab deployment, TP FP 6,8 |attack only,
real-world attacks benign only

Minos real-world deployment | TP, FP 18, - |attack only,
& manual analysis
lab deployment,
synthesized- and real-
world attacks

Paid lab deployment, TP 3 attack only
synthesized/real-world
attacks

TaintCheck lab deployment, TR, 6,- |attack only,
synthesized/real-world | FP&FN concept
attacks

Vigilante lab deployment, TP 3 attack only
real-world attacks

HoneyStat lab deployment, FP 1 none
synthesized or real-
world attacks”

#Because of the double-honeypot technology, there are no false positives (see 3.2.2)
bThe evaluation methodology is very poorly described
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| Signature Generation Setup | Quality Assessment Setup |

Honeycomb | real-world deployment (not assessed)
Polygraph lab deployment, lab deployment,
replayed traffic traces replayed but modified traffic
traces
Earlybird real-world deployment real-world deployment
Nemean lab deployment, lab deployment,
replayed traffic traces replayed traffic traces
Autograph lab deployment, lab deployment,
replayed traffic traces replayed but modified traffic
traces
PADS lab deployment, lab deployment,
synthesized traffic replayed but modified traffic
traces
PAY L lab deployment, lab deployment,
replayed traffic traces replayed but modified traffic
traces
COVERS lab deployment, lab deployment,
synthesized traffic synthesized traffic
TaintCheck (not deployed) @ analytically assessed
Vigilante lab deployment, analytically assessed
synthesized traffic

@Concept for a signature generation mechanism

Table 4.12: Signature Generation: Evaluation Methodology |
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\ | Measured Parameter(s) | Establishment of Ground Truth |
Honeycomb | (None?) (None)
Polygraph FN, FP manual analysis
Earlybird FN, FP reference system (snort-inline)
Nemean FN, FP reference system (Snort)
Autograph TR FP reference system (Bro)
PADS TR FP reference system (Snort)
and attack injection
PAYL FP, FN reference system (Snort)
and attack injection
COVERS TP FP attack only, manual analysis
TaintCheck | FP reference system?P
Vigilante FP, FN manual analysis

4The authors evaluated the number of generated signatures
Pestimation based on frequency measurements of 3-byte sequences in specific network traffic

types
Table 4.13: Signature Generation: Evaluation Methodology |1

\ | Collaboration among Sensors

Honeycomb no collaboration
Polygraph no collaboration
Earlybird no collaboration
Nemean no collaboration
Autograph attack detection?@
PADS no collaboration
PAYL signature quality P
COVERS no collaboration
DIRA no collaboration
DOME no collaboration
Minos no collaboration
Paid no collaboration
TaintCheck no collaboration
Vigilante signature generation
HoneyStat attack detection 9

4sharing of suspicious source addresses

Psuggests signature correlation (Z-strings)

by exchanging signatures and use them to filter out attacks

dAdditionally to event correlation, the OS/patch level configuration of sensors can be adapted.

Table 4.14: Collaboration among Sensors
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Chapter 5

Requirements and Design Goals

5.1 Attack Detection

5.1.1 NoOAH asEarly-Warning System

The purpose of having an early-warning system is to increase the time available
for installing countermeasures, or more generaly protection, against a previously
unknown attack. Therefore, each early-warning system must aim at minimizing
the time ¢4.; between the outbreak of such an attack and the generation of an ap-
propriate alert. This time can be divided in the period ¢, before a new attack is
observed on one of the sensors of the early-warning system, and the period %,
after observation until an alert isfinally generated.

The time between the outbreak of a previously unknown attack and its obser-
vation on one of the sensors t,;,; depends mainly on the number and placement of
the deployed NOAH sensors. It is clear that with increasing the number of NoAH
sensors (or the traffic volume directed towards our NOAH sensors), we augment
our chances for an early-detection. At least, this is the case for random-scanning
attacks. Considering hitlist- and topology-based propagation mechanisms, we can
increase our chances for observing such an attack by advertising the honeypots as
potential targets, e.g., as DNS servers.

The time after a first observation until an alert is generated 4,.,, depends on
the attack detection mechanism used, and on its performance. We should aim
for applying a detection mechanism which is able to generate an aert upon the
first observation of a previousy unknown attack. Hence, threshold-based attack
detection mechanisms used in [23] are usually not suitable for being used in an
early-warning system. But since NOAH aims at having alot of sensorsin different
places, these thresholds could eventually be reached fast enough Host-based attack
detection mechanisms such as [31] are able to detect a previously unknown attack
at the moment it reaches the host. But because they detect the actual exploitation
of a host, it has to be vulnerable to the attack. Moreover, we should consider the
performance overhead induced by alert generation. Hence, the detection process
should be kept as simple as possible.
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5.1.2 Detection of Novel Attacksin NoAH

As we have seen in the preceding classification (see 4.1), attack detection mech-
anisms are based on different attack characteristics. Some of the detection mech-
anisms, [23] for instance, rely on scan detection. These approaches presume that
al present and future attacks will rely on random-scanning as propagation mech-
anisms. It widely agreed, however, that random-scanning will diminish as prop-
agation mechanism as soon as IPv6 (with its 128-bit long addresses) is widely
deployed in the Internet. At this time, topology- and hitlist-based worms will take
over the scene since random scanning will not be efficient anymore.

In the preceding section, we have identified host-based attack detection as the
most suitable approach for an early-warning system. Host-based attack detection
systems such as [31] base their detection mechanism on observing the actual ex-
ploit that takes place. Today, the most common exploit is till the well-known
buffer overflow. However, there is evidence that buffer overflows will become
much less frequent in the future. This is due to the fact that functions which are
vulnerable to buffer overflows (e.g. printf in C) get replaced by secured functions.
So in the future we will see new forms of exploits emerging. Some of these novel
exploits have already been observed in the wild such as format string attacks and
heap overflows.

Hence, we argue that NoAH should use an attack detection mechanism that
is as genera as possible or at least easily extensible to novel exploits and attack
forms. Regarding host-based attack detection, which we identified as the most
suitable approach in the preceding section, this means that we should not rely on
buffer overflow detection but also to consider other exploit forms such as format
string attacks. Depending on the wish list of NOAH participants, attack detection
can be extended with detectors for other types of attackslike e.g. Denial-of-Service
(DoS) or password guessing attacks.

5.2 Signaturesand Signature Generation

In this section we discuss the goals of NOAH regarding signatures and signature
generation. One of the goals of NOAH isto contain the spread of cyberattacks on
the Internet by automatically generating signatures of cyberattacks in a machine-
readable form that could be easily read by firewalls and Intrusion Prevention Sys-
tems(IPS). All of the designs presented in section 6.2 provide enough information
to meet this goal. We plan to fulfill it by implementing a generator for Snort sigha-
tures. Another goal of NOAH isto study the issue of generating simple but effec-
tive signatures that could be deployed in commodity routers/switches in the core of
the network. This goal is discussed separately in section 5.2.4. Nevertheless, our
review of existing approaches on automated attack detection and signature gener-
ation as well as reports about todays anti-virus products, firewall and IPS systems
show that the problem of detecting unknown or polymorphic attacks and generat-
ing precise and unambiguous signatures for them is only partially solved. Most
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notably, this applies to signatures that are easy to distribute and whaose use does not
require special hardware or complex software environments. After all, most of the
widely available firewall or IPS systems use signatures of this type and generate
either high false positive or false positive rates or both.

52.1 A’7Perfect” Signature

To overcome the above limitations, our designs also include new ideas aiming at
generating signatures that meet our definition of the term ”signature” (see chap-
ter 2) better. Concretely, this means that the generated signatures have to meet the
following requirements:
« Unambiguity (no false positives): A system using signatures designed to
match/prevent malicious activities should match/prevent malicious activities
only (e.g. al attack using injection vector X).
« Sufficiency (no false negatives): A system using signatures designed to match/prevent
malicious activities should match/prevent all malicious activities using the
same injection vector to be resistant against polymorphic payloads.

A precondition to meet this requirements is accurate automated attack detection
combined with sophisticated information about the detected attack. Chapter 6
presents the information that is required by our signature generation process de-
signs. Furthermore, our review of existing approaches and the study of past worm
outbreaks [51], [45], [5], [27] justify the following requirements for the signature
generation process:

« Fast signature generation and distribution
 Signature verification

5.2.2 Fast Signature Generation and Distribution

In order to slow down or stop the spreading of fast worms like Code Red, it is nec-
essary to generate and distribute signatures within certain time limits. These limits
depend on factors like initially infected hosts, spreading technique and the number
of vulnerable hosts (average infection rate) and are therefore highly variable. In
fact, there exist simulations for specific setups and countermeasures like e.g. for
a SQL Slammer outbreak simulation described in [10]. In their simulation a small
fraction of detectors (0.001) is enough to contain the worm infection to less than
10 percent of the vulnerable population if signature generation takes less than 5
seconds and is afterwards immediately distributed over an overlay network. For
their simulation they assumed the epidemic model [44] for the spreading and an
average infection rate of 0.1171.

1This means that every 8.5 seconds the number of infected machines doubles
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5.2.3 Signature Verification

Basically, signature verification has two applications. First, it can be used to decide
if asignature should be installed or not. Second, it is used to decide if a signature
produces false positives/fal se negatives.

Thefirst application isamodification of the concept of self-certifying alerts (SCA)
presented by Vigilante 2 and could be named self-certifying signatures (SCS). A
SCS contains a signature along with enough information to automatically replay
the attack which the signature should identify. Hence, a system receiving a SCS
from another one could replay it within a containment environment and verify, if
it is actualy vulnerable to the attack and if the signature identifies the attack. This
means that the system has to be able to replay somehow the provided attack. But
attack replay can be very easy or very hard if e.g. time, system or location specific
information is present in the data part of the communication flow. There exist dif-
ferent approaches, like e.g. the one from Vei and Paxon [15], addressing the replay
problem. Another thing to consider is that SCSs themselves open up new ways to
attack a system. Using the outlined simple approach allows an attacker to provide a
signature that matches not only the provided attack but also benign activities. This
is where the second application comes into play.

The second application is the measurement of the false positive and false negative
rate for a specific signature. If both, the false negative and the false positive rate are
zero, the signature is considered to be useful and is e.g. put into or remains a part
of asignature database. One method to measure the false positive rate isto replay a
set of representative benign traffic whileit is checked if the signature identifies one
or multiple attacks. Another method is to compare the reports with those of one
or more reference systems. While there exist feasible methods to assess the false
positive rate of a specific signature, it is difficult to assess its false negative rate for
the following reason: A signature without false negatives matches ideally all at-
tacks on a specific vulnerability, hence it is an accurate description of the injection
vector. But since measuring its false negative rate by attacking the corresponding
vulnerability requires also knowledge about the injection vector, this is rather a
tail biter. A more promising approach would be to have an attack detector that is
able to distinguish the attacked vulnerabilities and to verify if the therewith related
signatures identified the attacks too. An attack detector that could be suitable for
this purpose is TaintCheck. It allows to identify the attacked application or service
as much as the extraction of information about the use of attack-relevant (tainted)
data (see section 3.3.6 for details).

2see section 3.3.7 and [10] and [11]
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CONTAINMENT ENVIRONMENT

5.2.4 Signaturesfor Special Hardware

As stated at the beginning of section 5.2, the issue of generating signatures that
could be deployed in commaodity routers/switches in the core of the network is of
interest to NOAH. Sincerouters usually have to handle lots of traffic and have rather
limited resources for additional data processing, they should be given simple and
fast-to-use signatures. Nevertheless, because they are deployed in the core of the
network, they have the potential to be very powerful mechanisms in containing the
spread of a cyberattack. If core routers interact with edge firewalls and intrusion
prevention systems, e.g. by tagging suspicious traffic, an efficient pre-processing
and/or priorization of traffic may be implemented already at the perimeter of anet-
work. Towards using or generating signatures based on network level information
on routers, we identified the following three major problems:

« Router resources/performance

 Secure and reliable service deployment on router infrastructure

 Secure and reliable service update (signatures)

« Violation of the end-to-end principle/Traffic ownership
Whilethere areindications that simple pattern matching and tagging of traffic could
be possible without the need for special purpose hardware, this seemsunlikely to be
the case for signature generation or would require an EU project for itself. There-
fore, we consider deploying and using network traffic based signatures only by
included it as an option in our design. The argumentation is based on the disserta-
tions of Matthias Bosshardt [4] and Lukas Ruf [37] about service deployment and
design on routers or other special purpose hardware.

5.3 Requirementsfor the Honeypot Architecture and the
Containment Environment

5.3.1 Requirementsfor the NOAH Architecture

A description of the NoAH architecture can be found in deliverable D1.1. To mest
the design goalsit is necessary that it fulfills the following requirements:

Clever sensor placement
For an early attack detection clever placement of NOAH sensors and redirectors to
shorten detection time is the most critical requirement.

Core with high-interaction honeypots covers a lot of different software (and
hardware€) configurations

Since the proposed attack detector can only detect attacks to which the honeypot
onwhich it residesisvulnerable, and because different software versions may have
different vulnerabilities, the architecture should allow to manage honeypots with
different software (and hardware) configurations efficiently.
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Protecting the core from DoS attacks

Because of the resource and performance critical design of the high-interaction
honeypotsitisreatively easy to launch aDoS attack against these systems. Hence,
the architecture should include measures to protect the core from such attacks with-
out having to block other traffic than the DoS traffic.

Prevent that the honeypots are recognized as such

If asystem is recognized as a honeypot, it islikely that it is either avoided or sys-
tematically fed with "attacks’. Therefore, attacks from one attacker to a specific
(virtual) destination should always be directed to the same target machines.

5.3.2 Requirementsfor the NOAH Containment Environment

A description of the containment environment used in NoAH can be found in de-
liverable D1.3. To meet the design goals regarding attack detection and signature
generation, it is necessary that it fulfills the following requirements:

Support for host-based attack detection

To achieve attack detection with virtually zero false positives, the containment en-
vironment must support attack detection mechanisms that report successful attacks
only. Additionally, allowing to pinpoint malicious content in memory and to as-
sociate it with the corresponding network traffic allows automated generation of
useful network traffic based signatures.

Support for detection of future attacks

The containment environment is required to support attack detection mechanisms
for future attacks as well as for current attacks. That is support for arbitrary code
execution (i.e. code injection attacks such as buffer overflows), arbitrary execution
control (i.e. redirection of control flow), aswell as arbitrary function argument (i.e.
changing arguments to critical functions) attacks.

Efficient and resource-saving containment

To make attack detection and signature generation as fast as possible, it is neces-
sary that the containment environment is optimized for speed while its resource
consumption is kept low.

3Infact it is sufficient, if the attacker can be tricked into believing this (e.g. by faking the finger-
print of a system)
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Chapter 6

Design Proposal: Attack
Detection and Signature
Generation in NOAH

6.1 Attack Detection

Asalready mentioned in Section 5.1, we propose to use host-based attack detection
for NoAH. Moareover, we favor a Dynamic Taint Analysis (DTA) based approach
since it is a general approach that alows for detecting different kinds of attacks
(code injection, control flow hijacking, as well as function argument attacks), and
provides detailed information about attacks. Argos [34], the containment system
which was developed by the NoAH partner VU, aready provides a DTA analy-
sis. The main limitation of Argos isthat it is not able to detect attacks that inject
some datainto an arbitrary memory location (e.g. using a buffer overflow or format
string vulnerability) but do never execute attacker-supplied code. This attack type
is called non-control-data attack. An example of such an attach is overwriting a
user ID or apassword in order to get priviledged accessinstead of non-priviledged.
As is shown in [7], such attacks are realisit but according to our knowledge, no
such attacks have yet been seen in the wild. Extensions to the attack detection
mechanisms should require minimal effort to integrate and should not require any
changes to the signature generation mechanisms. In our signature generation de-
sign, this holds if the attack detection system for non-control-data attacks allows
to pinpoint malicious content in memory and to associate it with the corresponding
network traffic as Argos does for control-data attacks. For details about Argos, we
refer to D1.3. Other attack typesthat are not catched with Argos but that can easily
be detected using other mechanisms are e.g. password-guessing attacks.

Most of the attack detection approaches identified in 4.1.1 (including DTA) de-
tect an attack 1 only if it's injection was successful. This guarantees a low false

1With respect to section 4.1.1, " attack” refers mainly to control flow hijacking attacks
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positive rate since alerts are only generated in case the system is realy compro-
mised. However, such compromise-based detection systems can only detect those
attacks that a sensor is vulnerable to. Thus, depending on the sensor’s software
configuration, probably a significant amount of attacks is not recognized.

Root Cause Analysis (RCA), proposed by the Leurré.com project [18], is a
clustering algorithm which can be used to identify individual attack tools based
on observed network traffic. Thus, for RCA it is not required that the system is
vulnerable to an attack in order to detect it. However, the focus of such asystemiis
not early-warning but rather attack activity monitoring.

We believe that the deployment of such a system together with host-based at-
tack detection can provide additional information about attacks, and it can also
serve as a comparison system for evaluating the false positive/negative rate of Ar-
gos. Moreover, while NoAH will deploy high interaction honeypots, the Leurré.com
project relies fully on low interaction honeypots which provide less information.
Another interesting option that such an activity monitoring system offers, isto use
the information provided by RCA for adapting the vulnerability profile of NoAH
sensor’s according to the ongoing attack activity.

Hence, we propose to use a combination of host- and network-based attack
detection algorithms, namely Dynamic Taint Analysis and Root Cause Analysis.
The interaction between both systems is depicted in Figure 6.1. Traffic which is
directed to the high interaction honeypot will be split and redirected to aroot cause
analysis engine. This engine monitors the attack activity on the network level, and
generates an aert in case anew root cause is detected. For deciding whether aroot
cause isnovel or not, a central database will be contacted.

In a second step the alert correlator matches the DTA and RCA derts. Alert
correlation can be done based on simple timing information, i.e. when was an
alert triggered. However, since the alert generation time can differ significantly for
RCA and DTA, it would be better to correlate only alerts that were generated by
the same network traffic. Thisis especially important in case a sensor is attacked
very frequently. Therefore, it is necessary that the DTA system is able to identify
the network traffic that was responsible for a generated alert.

6.2 Signature Generation

In the following sections we present three designs that (partially) meet the design
goals of NoAH. We identify implementation chalenges and look at the limita-
tions of the different designs. Depending on the experiences from the upcoming
implementation and evaluation phase of NOAH, we will select afinal design. It is
supposed that this design will borrow from al of the three presented designs. Com-
mon to all designs is that signature generation is always done on high-interaction
honeypots. Thisisdue to the fact that systems who generate signatures only on the
basis of network level information suffer from alarge false positive problem.
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Figure 6.1: Interaction of attack detection systems

6.2.1 Design 1. Single Host

Figure 6.2.1 outlines a design where attack detection and all the necessary steps
towards signature generation are done all on one host. Nevertheless, it allows to
outsource all of the building blocks but the attack detector. The basic building
blocks and their functionality are as follows:

Input Filter: Thetask of theinput filter isto reduce the amount of network traffic
that isforwarded to the attack detector. Since this design uses network traffic based
signatures for the input filter, the primary objective isto reach zero false positives.
This is achieved by filtering only traffic to services that are not installed/provided
by the honeypot and by applying only filters that showed no false positives for a
certain timespan T in the past. The signatures on which these filters are based are
called "active” signatures. Other signatures are called "passive’ signatures. If a
passive signature is matched, thetraffic is not blocked but it is verified if the detec-
tor reports an alert in connection with this traffic. In case thereis no dert, afase
positive isreported to the centralized database. If the used sensors (honeypots) are
non-homogeneous, the false positive has to be linked to the corresponding config-
uration identifier. To become an active signature, a passive signature has to meet
the following condition: Responsible for at least one true positive and no false pos-
itives during timespan T.

Output Supervisor: The output supervisor can be used if a strong guarantee
must be given that the honeypot does not attack other systems. This component
blocks any connection initiated by the honeypot system and any packet to connec-
tionless services for which no preceding incoming packet has been seen.
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Containment: This block is responsible for preventing attacks from corrupting
the honeypot. Here, the containment environment is combined with the attack de-
tector. But ideally, the Containment component should not only rely on detecting
and blocking attacks to protect the system but should also be able to let an attack
do its job once it is detected. Only then we could gain the kind of information
about an attack that is relevant to security researchers and security professionals?.

Furthermore, multiple levels of protection like e.g. protection from control-flow
hijacking and protection from malicious file system changes should be introduced.
The containment environment proposed by NoAH is based on the sandboxing strat-
egy and runs the honeypot system entirely in QEMU, an x86 emulator. Although
this approach allows a maximum of control over the honeypot system, it causes
a significant slow-down of the whole system. Moreover, it does not support the
afore mentioned mode of operation that allows to let an attack continue after it's
detection. A more detailed description of the Containment component in NoAH
can be found in deliverable D1.3.

Attack Detector: This component is responsible for detecting attacks on the
honeypot on which the component resides. Additionally, whenever an attack is
detected, it informs the Signature Generation component and provides information
stored at the Alert <> Network Traffic component. More precisely, the attack de-
tector is able to detect control-flow hijacking attacks by marking input from the
network interface as tainted and by checking its influence on the control-flow 3.
Furthermore, to determine if operations using tainted data lead to tainting of yet
untainted data, they have to be checked versus a "tainting policy”. Additionally,
by logging operations on tainted data in memory, it is possible to link a tainted
memory location to its origin in the network traffic. A detailed description of the
used techniques and mechanisms can be found in D1.3. since the attack detector is
integrated in the containment environment. Extensions like a detector for password
guessing or denial of service attacks can be included if necessary.

Signature Generator: The signature generator generates network traffic based
signatures. More precisely, it uses information from the Alert <> Network Traffic
component to identify the relevant network traffic. At first, it analyzes if and how
the network traffic has been transformed on its way from the network interface to
its use in the target application/service. Transformations are e.g. due to channel
encryption or dueto different character decoding/encoding (transformed) on appli-
cation level. The former is identified by checking if the receiving service alows
encryption 4 or could be done by analyzing the byte frequency distribution of the
traffic. The latter is identified by comparing the data in memory with the corre-

2E.g. information about what the attack does if it is successful. Doesiit alter files on the filesys-
tem? Or is there disallowed communication with the outside world afterwards?

3If e.g. the program counter points to such data, an alert is triggered

4Since we know exactly which services run on our honeypots, thisis easy
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sponding data in the network traffic. This information alows to decide which of
the three signatures generated in the next step are suitable:

» Byte-sequence signature: Consists of the byte sequence that according to the
Alert <> Network Traffic component is responsible for triggering the alert.
In case the traffic is encrypted, this signature is not very useful. Moreover,
itsusefulness is very limited if the alert to network traffic mapping pinpoints
polymorphic attack payload only. This may e.g. happen if an attacker man-
ages to inject his own code into the execution flow without having to hijack
it. But if the mapping pinpoints e.g. parts of the injection vector®, it could
be of some use.

« Byte-frequency distribution signature: Describes the byte-frequency distri-
bution of the relevant part of the network traffic. This signature is able to
identify attacks using different encodings from instance to instance.

» Flow signature: Describes the characteristics of the flow that was identified
to contain the data responsible for triggering the alert. More precisely it
contains the source and destination IP and port as well as the transmitted
bytes, the duration and the number of packets of the flow. Indifferent to
transformations but only useful in combination with one of the previous two
signatures.

Afterwards, a meta signature is created consisting of a unique identifier, the trans-
formation information and the alert information from the Alert <> Network Traffic
component. Then it is checked if asimilar ® signature exists. Finally, the Network
Based Signatures component is updated accordingly. But what about host based
signatures? In this design, host based signatures are included as an option and are
based on system call sequence information borrowing from DOME or Paid (dis-
alowed sequences) or rely on (limited) control flow information (variation from
alowed paths) made available e.g. by adopting DIRA. One reason reason why
these extensions are only optional is that they are actually extra attack detectors
with severe impact on performance. A design that is more appropriate for generat-
ing host-based signatures is the third design: Multi-Host with Attack-Replay.

Network Based Signatures: Each honeypot system has its own local signa
ture database. This allows to check whether a specific signature has already been
generated. If not, it synchronizes its database with the centralized database. In
case of inhomogeneous honeypots, the synchronization downloads only signatures
that were generated by systems using the same software (and eventually hardware)
configuration. Additionally, information about the signatures state like its creation
time, the number of reported false positives and if it is active or passive, are stored
locally and globally.

Host Based Signatures. This component does the same as the Network Based

Slike the data used to overwrite the return address of a function via a buffer overflow
51t remains to be defined in which case meta signatures are similar
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Signatures component but for host based signatures.

Alert <> Network Traffic: This key component alows to map aerts to the net-
work traffic that contains the corresponding attack. More precisely, it allows either
to identify the location of the payload and/or the location of the content that over-
wrote a return address in it. Therefore it stores the tainted data (and data nearby)
responsible for triggering the alert as well as its position in the corresponding net-
work traffic. Localization hasto be as precise as possible and in case of multi-stage
attacks, references to multiple network traffic data should be returned. The there-
fore required information is provided by the Attack Detector component.

Centralized Database: This database stores the network traffic based signatures.
Whenever a system generates a new signature, it checks if the signature is already
stored. The design of the centralized database depends heavily on the architecture
of the network of affined honeypots. More precisely, an network of inhomogeneous
participants is far more complex to handle. In case there exists a core network of
only afew different high-interaction honeypot systems, the database should contain
at least the signatures along with an identifier of the type of the honeypot system
who created it. Only then, installing signatures for attacks on vulnerabilities that
are not present in certain honeypot systems can be avoided. Additionally it allows
toidentify if an attack has an impact on multiple or only one specific configuration.

6.2.2 Design 2: Multi-Host with Focus on Network Traffic Analysis

A way to reduce the false positive rate when using network-level signatures is to
implement protocol- and content-awareness. Nowadays, this approach is widely
used in commercia applications and is an issue in several research projects (see
e.g. [26]). Even some open-source IPS allow for protocol awareness since they
support regular expressions [33]. Protocol- and content-awareness can provide a
lot of useful information (e.g. protocol states, field lengths, and field types, ex-
pected content characteristics,...) for generating more accurate and meaningful
signatures. The ultimate goal of this approach is to identify the injection vectors
and to create signatures for them. Signatures describing injection vectors are inter-
esting because polymorphism in injection vectors is usually not an issue. Exploit-
ing a specific vulnerability requires to follow astrict path towards the vulnerability
with none or a few possible deviations. But even without signatures for injection
vectors, protocol awareness should be able to reduce the false positive rate signif-
icantly. Thisis due to the fact that identifying the state and the type of message
in which attack relevant traffic is delivered, reduces the amount of traffic versus
which e.g. simple byte-sequence signatures are matched. Figure 6.2.1 outlines a
design that extends the first design with the Connection State Tracker component
that implements protocol- and content-awareness. Because of performance and se-
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Figure 6.2: Design 1: Single host

curity considerations, this component resides on an additional host.

Connection State Tracker: The Connection State Tracker is a component that
sniffs the network traffic to and from a honeypot. In this context, a ” connection”
isidentified by its source IP/source port pair on the network layer and, if the con-
nection is bi-directional, its destination |P/destination port pair. Nevertheless, on
higher layers, multiple of these connections can be associated with each other to
form the basis for the state description of multi-connection protocols likee.g. FTP.
For each of those connections, the state is updated and logged on the different
protocol layers whenever a packet is seen. State information for 1P includes e.g.:

* Protocol (Encapsulated Security Payload(ESP),Authentication Header(AH),IPv6,...)

» Time passed since last packet arrival

* Packet isvalid/invalid
State information for TCP connections include e.g.:

« Status: SYN/ESTABLISHED/RESET/CLOSED

» Fragmented (size)/ not fragmented (size)

* Packet isvalid/invalid

* (others)
To do this for an arbitrary system would be hard since we do not know the set of
used protocols and would therefore have to implement full protocol knowledge for
al of the supported protocols. By contrast, in a honeypot setting the set of used
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Figure 6.3: Design 2: Multi-Host with focus on network traffic analysis

protocols is known and implementing full protocol knowledge for theseispossible.
Ancther feature of the Connection State Tracker isits ability to provide information
on content characteristics for data fields with respect to a specific position in the
datafield. Thisinformation could e.g. include:

 Deviation from normal byte frequency distribution
» Regular expression describing the expected content format

The Connection State Tracker component provides information to the Signature
Generation component on demand. Whenever signature generation is triggered,
the Signature Generation component sends the packet(s) responsible for triggering
the alert along with a pointer to the relevant data (as reported by the attack detec-
tor) to the Connection State Tracker and gets the corresponding state(s). Option-
aly, information about the content characteristics corresponding to the pinpointed
position are provided. Therewith, asignature that is linked to a state and that takes
into account the content characteristics can be generated. Furthermore, any signa
ture/rule format used by statefull intrusion detection systems (e.g. Bro [33]) isa
potential candidate for the format of the generated signatures.
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6.2.3 Design 3. Multi-Host with Attack-Replay

The idea of this design is to do a detailed control-flow analysis in order to iden-
tify the vulnerable point in the attacked service or application. A feasible way to
prevent future exploitation of this vulnerability is to modify the application’s bi-
nary so that the vulnerability is no longer exploitable. The generated signatures
describe the necessary modifications in away that they can be incorporated using
binary rewriting. That thisisafeasible and promising approach is supported by the
results from the Vigilante project ”. We mapped this idea to the design showed in
figure 6.2.3. Compared to the Single Host design, there are three new components:
* Sniffer
* Replayer
* Log
and two additional hosts:

e Host 3: Mirror Honeypot

* Host 2; Replay System
The reasons why it is hard if not impossible to implement the design idea on a
single host are the following:

 Performance: As already mentioned in the Single Host design, the proposed
attack detection and containment environment requires a significant share of
the available resources. It is therefore not feasible to do rather complex and
time-consuming things like a just-in-time control-flow analysis on the same
machine.

* |dentifiability: If we have an always-on just-in-time control-flow analysis
running on the honeypot, it is very likely that due to the additional slow-
down and introduced delays, it is easier for an attacker to detect that the
system is actually a honeypot.

By leaving the network based signature generation task to the honeypot that is con-
nected to the outside world and by assigning the task of generating control-flow
analysis based signatures to another host, we can mitigate the performance and
identifiability problem. But splitting the tasks to two different hosts implies the
introduction of a device that is able to store and replay communication (in our de-
sign Host 2, the Replay System) with the Honeypot component on Host 1 to an
identical Honeypot component on another host (Host 3 in our design). An addi-
tional advantage of such a design is that because a detailed control-flow analysis
is performed on demand only, we can reduce the overall system load significantly.
The steps conducted in case the Attack Detector on Host 1 detects an attack are the
following:

1. The Attack Detector on host 1 triggers the signature generation process on
the same host.

2. It informs the Replayer component on Host 2 about the attack and the net-
work traffic involved.

"See section 3.3.7 and publications [13] and [14]
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3. The Replayer component selects the relevant traffic from the Log database
and replays the attack to host 3, the Mirror Honeypot.

4. Host 3 performsadetailed control-flow analysis and generates the host-based
signature

The newly introduced building blocks have the following functionality: Snif-
fer: It logs all the traffic to and from the honeypot system. Optionally, this could
include timing information to support accurate replays.

Log: A database that contains the traffic collected by the Sniffer component.

Replayer: This component replays logged communication on demand. This may
be very easy or very hard depending on the presence of "dynamic” fields contain-
ing e.g. time or target machine dependent (IP info,...) information that needs to
be replaced accordingly. Asit is e.g. shown in [15] doing this without protocol
specific knowledge can be very challenging. Thisiswhy combining the previous
design with this one could be promising. The protocol knowledge would be very
useful for the Replay component.
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Chapter 7

Conclusions

In this deliverable we have analysed drawbacks and advatages of existing attack de-
tection and signature generation algorithms. Moreover, we have developed a novel
classification scheme for automated signature generation mechanism. Based on
our analysis we have proposed several designs for automated signature generation
within NoAH with regards to the goal of NoAH: The detection and containment of
zero-day cyberattacks.

In our review section, we classified the approaches according to the attack de-
tection mechanism they rely on. We found that earlier approaches did not apply
any attack detection prior to signature generation, but generated signatures for all
traffic that entered a honeypot. The second, more sophisticated, generation of ap-
proaches used network-level attack detection prior to signature generation, whereas
the most recent approaches rely on host-based attack detection mechanisms.

Our analysis of drawbacks and benefits of the individual approaches revealed
that host-based attack detection methods such as memory tainting are most reli-
able and provide the most detail about an attack since they observe the actual ex-
ploit taking place. On the other hand, these approaches are very resource-intensive
and software-specific. Consequently, using such an approach requires protection
against Denial-of-Service attacks, and deployment of avariety of different software
profiles.
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